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Introduction:
A Direct Tunnel (DT) solution between RNC and GGSN was agreed at SA2#54 and SA#33 (see TS 23.060). This solution also has impacts on how to enable LI in networks using the Direct Tunneling. 
How an SGSN makes a decision to establish DT or not is specified in TS 23.060. Once DT is established, user plane data between GGSN and RNC does not go via SGSN. Therefore, SGSN cannot deliver CC data and the only network element that can do that is GGSN. Hence, if an operator wishes to use DT feature, operator shall order LI capable GGSNs. Figure 1 illustrates user plane data flow with DT deployment and respective CC for LI solution both within HPLMN and VPLMN.
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Figure 1. Direct tunnel for user plane data can be used only when RNC, SGSN and GGSN are in the same network
One of the conditions that is relevant for LI solution is that DT shall not be established when SGSN and GGSN are in different PLMNs. Figure 2 below illustrates this case for CC data in VPLMN.
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Figure 2. Direct tunnel for user plane data can not be setup when SGSN and GGSN are in different PLMNs
Once SGSN makes a decision to establish DT, SGSN informs GGSN about it by sending DTI parameter with a GTP message. In order to deploy DT, it is not mandatory that GGSN understands DTI. In such case GGSN would ‘think’ that it is sending data to SGSN’s user plane IP address, while in practice GGSN will send data to RNC’s user plane IP address.

DT shall comply with LI requirement that LI target shall not notice that the communication is intercepted. In order to comply with this requirement, SGSN decision on establishing a DT or not, should not depend on whether the user is an ordinary one or an LI target.
However, as GGSN interception is a national option, in case GGSN interception is not used by the NWO/AP/SvP, deploying Direct Tunnel in the network could have regulatory implications as the CC cannot be intercepted at the SGSN.

Proposal:

It is proposed to add new statements to 3GPP TS 33.107:
* * * First Modification * * * *

7.2.1
X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred from the 3G GSN to the DF3P in order to allow the DF3P to perform its functionality:

-
target identity;

-
correlation number;

-
time stamp - optional;

-
direction (indicates whether T-PDU is MO or MT) - optional;

-
the target location (if available) or the IAs in case of location dependent interception.
As a national option, in the case where the 3G GGSN is performing interception of the content of communications, the intercept subject is handed off to another SGSN and the same 3G GGSN continues to handle the content of communications subject to roaming agreements, the 3G GGSN shall continue to perform the interception of the content of communication.
If direct tunnel functionality is used in the network, then GGSN shall perform the interception of the content of communications. It is a matter for national regulations to define other solutions if necessary.
* * * Second Modification * * * *

7.3.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the 3G GSN or the HLR and can be suppressed in the DF2.

The following events are applicable to 3G SGSN:

-
Mobile Station Attach;

-
Mobile Station Detach;

-
PDP context activation; 
-
Start of interception with mobile station attached (national option);

-
Start of intercept with PDP context active;

-
PDP context modification;

-
PDP context deactivation;

-
RA update;

-
SMS.

NOTE:
3G GGSN interception is a national option. Location information may not be available in this case.
If direct tunnel functionality is used in the network, then both SGSN and GGSN shall perform the interception of intercept related information. It is a matter for national regulations to define other solutions if necessary.
The following events are applicable to the 3G GGSN:

-
PDP context activation;

-
PDP context modification;

-
PDP context deactivation;

-
Start of interception with PDP context active.

The following events are applicable to the HLR:

-
Serving System.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from 3G GSN or HLR to DF2. Available IEs from this set of elements as shown below can be extended in the 3G GSN or HLR, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant.
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