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********** Modification ************

C.7 IMS interception based on dynamic activation

C.7.1 Configuration

In this configuration shown in Figure 1, the initial provision is set on the CSCF for the IRI, however this activation and invocation does not produce the content of communications. When the interception in CSCF is triggered, a dynamic activation through INI1b interface on the certain GGSN should be executed without time delay for the content of communications.
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Figure 1 IMS interception configuration

C.7.2 Operation flows
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Figure 2 Operation flow
The following describes the sequence of the operation shown in Figure 2:

1) The LEA delivers a court order to the network administrator who operates the LI Administration Function.

2) The ADMF sends an INI1a LI_Activation_Request to provision the CSCF with the SIP_URI or TEL_URI target identifier.

3) When the target has a communication activity, the interception in CSCF will be triggered. The bearer information including the GGSN address and the correlation number which contains the GGSN ID and GSN charging-ID could be achieved by CSCF through PDF. The GSN charging-ID is assigned for each PDP context activation on GGSN.
4) The SIP messages related to the target  and the bearer information are sent to the MF from CSCF through INI2.

5) In the MF, the INI2 message is forwarded to the LEMF in the standard HI2 format.

6) In the MF, the Target Endpoint IP address and UDP port is got from the SDP of SIP message.

7) The Target Endpoint IP address and UDP port and the Correlation Number identifying the PDP context will be taken as the CC filter. The MF sends an INI1c LI_DynamicActivation_Inform to ADMF to activate the interception on the certain GGSN dynamically with the CC filter. 
8) ADMF sends an INI1b LI_Activation_Request to the GGSN with the target CC filter and a dynamic_activation_number which identifys this dynamic activation. This step should be done on a automatic method so as to avoid the time delay.

9) GGSN starts a CC filter process.
10) The RTP packets meet the target CC filter are intercepted and sent to the MF throuth INI3 by the GGSN.
11) INI3 is correlated with the INI2. CIN and sequence number is assigned when the interface is based on TS 102 232. The HI3 message is forwarded to the LEMF.

12) The communication session is released.

13) When GGSN detects the PDP Context is deactivated, CC filter is stopped automatically.
********** End of Modifications ************
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