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Summary

This contribution is an update to the White Paper (S3LI05_043) presented to the last SA3-LI meeting for conferencing shortfalls.  This updated describes the basic requirements for interception of conferences from an LE persepctive (based on input received from various LEs).  It also describes the issues associated with reporting conference events and identifies alternative solutions for handling these issues.  
1 Introduction
At previous SA3-LI meetings, contributions have identified shortfalls in the IMS interception approach relative to addressing the needs for reporting conferencing events.  This white paper examines the various needs surrounding conferencing, shortfalls in the current intercepion approach, and alternative approaches for handlings these shortfalls.

2 Requirements and scenario’s for Conferencing
The common requirement for interception is to get the content of communication and to get the interception related information. 

The content of communication must contain the communication the target is actually involved in and can contain the communication the target is associated with. The content can be handed over as aggregated (combined content of involved parties) or as separate legs of the involved parties. 

The intercepted related information will contain information on the conference as well as information on the parties involved in the conference.

The requirements are a national issue and will also depend on the relation between the provider of the conference and the primary target service.
Examples (details can differ as the result of national requirement):

· If both services (conferencing and the target’s network access service) are provided in one domain (e.g., provided by one provider) a full set of CC and IRI shall be delivered. The parties involved in the conference shall be sent as IRI even if the target enters an ongoing conference. The IRI shall contain conference control information. The content of the parties involved can be sent as separate legs per party.

· If a target puts its content of communication on hold in a conference the ongoing conference CC can still be delivered to the LEMF (similar to broker call).

· If a target enters an ongoing conference the LEMF shall be informed on all conference parties.
· In a conference in which the target participates other parties may drop from the conference or enter the conference. The LEMF should receive IRI on these activities although the target may not be in control of the conference

.

3 Discussion

3GPP TS 24.147 describes requirements for IMS Conferencing.  This document describes a number of altenatives for how a user can: 1) create a conference, 2) add another user to an existing conference, 3) remove a user from a conference, and 4) drop off from an existing conference call.  
Law Enforcement has indicated a need for the network to report various events associated with the intercept subject’s conference.

The current interception approach, as documented in 3GPP TS 33.107 and 3GPP TS 33.108, relies on the Call Service Conrol Function (CSCF) to detect and report IRI for IMS services.  This approach essentially requires the Proxy and Serving CSCFs to intercept SIP call signaling (based on SIP URI and/or Tel URL associated with the intercept subject) and report these signaling messages to the LEA.  The LEA is expected to reconstruct the signaling messages, their exchange sequence, deduce the network handling of these messages, determine the associate to the call, etc.

IMS conferencing as described in 3GPP TS 24.147 introduces a new functional element called a Media Resource Function Controller (MRFC) which is responsible for creating, managing and releasing conferences as directed by the user.  The MRFC interacts with the Media Resource Function Processor (MRFP) to accomplish this task, where the MRFC has the “intelligence” and the MRFP accomplishes the bearer manipulation (including mixing).  A standard interface has not been defined between the MRFC and the MRFP.  Consequently, 3GPP TS 24.147 treats the MRFC, MRFP as being “co-located”.  The MRFC is another IMS signaling endpoint from the perspective of a CSCF (e.g., the CSCF receives from the MRFC, session establishment, session update, session modification, session release requests and handles them, in general, as it does for other signaling endpoints
).
It has been stated at previous meetings, that there may be multiple CSCFs that can act as Serving CSCFs (perhaps with equal opportunity and chance) for a given user .  The CSCF serving the user and the CSCF serving the MRFC may not be the same.
In these various cases, the signaling to cause these conference events to occur may or may not go through the CSCF serving the intercept subject.  In cases where the signaling does go through the CSCF serving the intercept subject, the CSCF may not be able to recognize and intercept such signaling based on the current interception approach (i.e., based on SIP URI or TEL URL of the intercept subject) since the other call legs would not have subject id used for interception.

Consequently, events such as party add and party drop may not be reported.
Two alternatives are considered in this contribution for addresssing this issue:  Alternative 1 (Interception at the MRFC) and Alternative 2 (Enhanced interception at the CSCF).
Alternative 1 – Interception at the MRFC

Basic description: 
Report conference related LI events from the MRFC.

Advantage:  
Knows about conferencing, assigns and manages conference with input from user (e.g., interception subject), is aware of all conference related events and conference call legs (when initiated, when and if established, when released, who has floor control, etc.).

Disadvantage:  
Need to add an IAP at this element.

Alternative 2 – Enhanced Interception at the CSCF

Basic description: 
Need intercepting CSCF(s) to become aware of conferences and associate intercept subject conferences with the intercept subject.  Based on this awareness, need to be able to intercept communications with associate that emanate from or terminate to a conference server.  Also need to be able to inform other CSCFs about association of intercept subject with a conference so that if another CSCF handles a conference call leg, then the other CSCF intercepts the communications with the associate on that leg of the conference.

Advantage:  
Builds on the existing interception capability at the CSCF, maintains interception capability for IMS based services at CSCF.
Disadvantage:  
Need to enhance CSCF to become conference aware.  Need to define inter-CSCF interface for transferring intercept subject/conference association information.  Need to enhance CSCF to support this new inter-CSCF interface.
4 Recommendation
Based on the analysis of Section 2, it is recommended that SA3-LI choose one of the above alternatives for how to address the reporting of conference events.  
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� Of course, subscription checks, authentication, authorization, and the like are handled differently than for the typical end user.
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