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1 Introduction

Lawful Access and Interception is fundamentally about the observation and recording of events. Almost every event will have (or should have) a timestamp associated with it. This includes not only intrinsic events like traffic-related data and content, but also authenticating digital signatures and transfers of data, content, authorizing instruments, or other extrinsic information between parties in the LA/LI process.

A time keeping precision must to be implemented for making accurate the activation/modification/removing LI target on network element. If a different time are present on LI network element (for example on MF, DF) those activity are not precise, not on time. Also, time information data are present on IRI files (HI2). This information reflect the time on network element where the activity of LI are performed. If this is different respect of UTC time  or Local Time  the IRI (or all interception activity) may be refused by LEA.

2 Scenario

A LEA/LEMF have a date/time that differ (in second) to NWO/AP/SvP domain. That’s information is used for activate a warrant via HI1 Interfaces using it’s date/time. Supposing that right time (mainly for the law) is on LEA domain (LEA domain for example are synchronized with GPS or NTP, or not synchronized at all).
If NWO/AP/SvP are not synchronized with same clock there is two option (are divided for the three HI from LEA and NWO/AP/SvP):

2.1 HI1

The information between LEA and NWO/AP/SvP
1. if NWO/AP/SvP are in advance in time the warrant will be activated late with difference between LEA and NWO/AP/SvP

2. if NWO/AP/SvP are delayed in time the warrant will be activated in advance  with difference between LEA and NWO/AP/SvP

2.2 HI2/HI3

The date/time information in IRI file are inserted by NWO/AP/SvP whenever target produce traffic. The HI2 date/time information reflect the record value on network element. Also HI3 have information about timestamp, for example “PayloadTimeStamp”.

There is a possibility that LEA may refuse a interception data because the timestamp value are not correct. For  correlating the data or LEMF refuse it because the timestamp are not between the activated time and terminate time inside LEA/LEMF (where is deployed a correlation work between HI2 and HI3).
2.3 General

The timestamp used in HI2 and HI3 reflect the timestamp on the node. Supposing that NOW/AP/SvP are not synchronized at all and the node where is intercepted the payload differ from the system where the payload are collected and assembled for sending it 

If the NWO/AP/SvP, IRI Mediation Function or CC mediation function (depicted from block diagram where showing Handover Interface HI) have different timestamp, those function may reject the payload coming from the node because the timestamp, for example, are in advance. This example may apply where there are different node for provisioning and intercepted node).

2.4 Roaming
Supposing that intercepted target are in roaming in other GSM/UMTS network. If the “NWOs/APs/SvPs” involved for interception (the home “NWOs/APs/SvPs” and roaming “NWOs/APs/SvPs“) are not synchronized the information about timestamp are not in time.
3 Proposal
Considering the problem about timekeeping and make solution guidance. This paper explains current precision time keeping technology and its increasing critical importance in conjunction with Lawful Access and Interception (LA/LI), including minimizing time uncertainty of event timestamps.

The main goal may be to synchronize NOW/AP/SvP and LEMF with a same clock through open protocol available and deployed widely (for example: NTP acronym for NetworkTimeProtocol). 

The paper includes a survey of timestamp specifications in LI handover law and standards; a description of the global system for precision time synchronization
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