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1. Introduction

In TSG SA#31 a new WI "One Tunnel solution for Optimisation of Packet Data Traffic" was approved, justified by the fact that the amount of user plane data is assumed to increase significantly during the next few years because of the introduction of HSPA and IP Multimedia Subsystem. The discussions in 3GPP have shown that more scalable UMTS system architecture can be achieved by using direct tunnelling of user plane data between the RNC and the GGSN, which is known as One Tunnel approach.
As it is mentioned in the WID (see tdoc SP-060142), the One Tunnel approach could have LI impacts, as LI done in SGSN may not be possible with the One Tunnel function. In case Lawful Interception in SGSN is required alternatives have to be investigated.
TSG SA WG2 is working on a TR 23.809, in order to study possible different architecture solution for One Tunnel approach. In the TR (v. 0.2.0) LI is not fully addressed yet, even if a separate contribution under discussion in SA2 is mentioned in the TR as possible base text. As the specification work will start directly from the TR, it is seen relevant that SA3-LI get involved in the discussion.
This contribution provides a preliminary analysis from LI perspective of the different currently proposed architectures to start a discussion in SA3-LI. If seen appropriate, the LI considerations provided in this contribution could be sent in a LS to TSG SA WG2.
2. Discussion

As described in TR 23.809, the One Tunnel functionality enables direct user plane tunnel between RAN and GGSN within the PS domain.

In case of direct tunnel, the SGSN provides for the RAN the TEID and user plane address of the GGSN and for the GGSN the TEID and user plane address of the RAN.
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Figure 1: One Tunnel concept

There are three alternatives how current networks can deploy the One Tunnel functionality as described in the TR itself.
From LI perspective, the service requirements which are seen relevant for this discussion are (TS 33.106) included in the following clauses

Clause 5.1.2 “General principles”

…
“A mobile target in a given 3GMS can be a subscriber of that 3GMS, or a user roaming from another 3GMS or from any other network capable of using that 3GMS (such as a GSM or mobile satellite). The intercepted CC and the IRI can only be delivered for activities on that given 3GMS.” (3GMS: Third generation Mobile System)
…
Clause 5.1.4, “Interception within the Home and Visited Network”):
“The introduction of the Virtual Home Environment, VHE, means that significant portions of subscriber services can be executed in the home or visited network, regardless of where the target is physically located.

The visited network shall intercept only those UMTS services that the visited network provides to the target subscriber. Furthermore, the visited network shall not be required to intercept services executed by the home network.

Based upon national regulations, UMTS services executed in the home network may be intercepted in the home network.”
These service requirements are satisfied by the current 3GPP PS architecture by mandating interception in the SGSN and by having interception in the GGSN optional (based on national regulation), see TS 33.107 and TS 33.108.
The different solutions currently provided in TR 23.809 are analyzed in next sections. Figures describing the different architectures are provided in the TR itself.
2.1 SGSN controlled bearer optimisation 

This approach builds on the premise that the user plane functionality still stays in the SGSN and two tunnels are used in following traffic cases:

a) In roaming case

b) For the subscriber that has Lawful Interception in the SGSN

c) For the subscriber that has controlling Camel services active 

In all other traffic cases direct tunnel between RNC and GGSN is used.

The SGSN handles the control plane signalling and makes the decision when to establish direct tunnel between RNC and GGSN or use two tunnels. 
From LI perspective, the following should be noted:
1. For the approach proposed in bullet b), it should be discussed whether it is allowed or not, i.e. for a subscriber in his Home PLMN, it should be discussed if the CC can have different paths based on whether the involved subscriber is a target for LI or not, as this could possibly break LI confidentiality requirements. 
In other words, the decision on whether to establish two tunnels or just one, should not be based on whether the subscriber is a target for LI in the SGSN or not, if this is seen as a problem by SA3-LI.
2. If bullet 1 above is agreed in terms that the CC path shall not be different in case the subscriber is a target for LI, and it is assumed that the SGSN will act as an Interception Control Element (ICE) only for roaming subscribers (bullet a), for a subscriber in his own HPLMN (both SGSN and GGSN are in the HPLMN) GGSN shall act as mandatory ICE, otherwise there would be no way to intercept CC in the HPLMN, even if the CC is passing through the GGSN.
3. As the GGSN will act as mandatory ICE, possible functionality could be added to the PS in the LI standards to allow or not LI for targets belonging to that PLMN, but roaming outside, in order to take possible different national regulations in account, if seen needed by SA3-LI.
4. In order to satisfy LI requirements, the SGSN shall anyway continue to act as ICE, in order to intercept Mobility Management events and SMS.

It is worth noting that in this architectural approach, in order to cover all possible scenarios, LI functionalities for CC interception are needed in both SGSN (for subscribers roaming from a different PLMN) and GGSN (for subscribers in their home network). The SGSN shall be able to handle the amount of data related to all roaming subscribers. 
2.2 GGSN Bearer Relay 
This approach builds on the premise that all the user plane transport functionality is removed from the SGSN. The new SGSN controller (cSGSN) only performs control functions of a legacy SGSN, while the enhanced GGSN (xGGSN) is responsible for all legacy SGSN and GGSN user plane transport functionality.

In the Pooled Bearer configuration all bearer resources are maintained by the xGGSN in the visited network that acts as the bearer relay function in the transport path between the RNC and the GGSN. This is required to establish a PDP context towards a home network or legacy GGSN.
During the PDP Context Activation procedure the cSGSN first allocates a bearer plane resource (TEID and user plane address) from the xGGSN. The cSGSN then provides the GGSN the TEID and user plane address of the xGGSN in the Gn Create PDP Request. During the RAB Establish procedure the cSGSN passes the TEID and user plane address of the xGGSN to the RNC. Note the interaction with the legacy GGSN in this scenario does not require any modification to existing procedures. 

From LI perspective, the following should be noted:
1. The new SGSN controller (cSGSN) shall be an ICE, in the same way as the legacy SGSN, in order to satisfy LI requirements to intercept Mobility Management events and SMS.

2. The xGGSN shall be a mandatory ICE in order to allow CC interception in the the VPLMN. 
3. If the xGGSN is a different functional node than the GGSN, only involved in roaming cases from other PLMNs, no impact is foreseen to handle targets belonging to that network and roaming outside. If the xGGSN is integrated in the GGSN, same comment as in bullet 3 in section 2.1 applies.

2.3 GGSN Proxy
The approach is similar to the GGSN Bearer Relay in previous clause. The difference from that approach is that here the xGGSN instead of the cSGSN does the signalling to the HPLMN GGSN. SGSN communicates in most cases to the xGGSN as if it is the normal GGSN. The xGGSN then updates the HPLMN GGSN when necessary. The xGGSN acts as an SGSN towards the HPLMN GGSN and Gp interface is used between operators as today.
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Figure 2: Handling of roaming traffic with the GGSN Proxy One Tunnel solution

When the cSGSN during the PDP Context Activation procedure finds an APN belonging to another PLMN, it selects an xGGSN for handling the roaming traffic and sends the Create PDP Context Request message to that node instead. The xGGSN creates the PDP Context, allocates additional TEIDs for the Gp interface and forwards the Create PDP Context Request message with these TEIDs to the GGSN corresponding to the APN. The response message from the GGSN is returned/forwarded by the xGGSN to the SGSN.

Mobility management procedures are handled in the same way as when the One Tunnel alternative is selected in the SGSN controlled bearer optimisation, with the GGSN in the HPLMN not involved in the procedure.The xGGSN forwards all modifications of PDP Contexts to the GGSN in HPLMN, unless the modification is only of local significance (i.e. updating TEIDs and IP addresses).
From LI perspective, the following should be noted:

1. The new SGSN controller (cSGSN) shall be an ICE, in the same way as the legacy SGSN, in order to satisfy LI requirements to intercept Mobility Management events and SMS.

2. The xGGSN shall be a mandatory ICE in order to allow CC interception in the the VPLMN. 

3. If the xGGSN is a different functional node than the GGSN, only involved in roaming cases from other PLMNs, no impact is foreseen to handle targets belonging to that network and roaming outside. If the xGGSN is integrated in the GGSN, same comment as in bullet 3 in section 2.1 applies.
3. Conclusion


Based on the information currently available in the TR 23.809, all the three proposed alternatives would allow satisfying LI service requirements, apart from applicable impacts on the LI standard architecture and functionalities. Neverthless, relevant comments from LI perspective could be provided at this earliest stage to TSG SA WG2 for further consideration and, once that the architectural work is completed, the relevant LI impacts should be described in LI specifications TS 33.107 and 33.108.
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