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1 Introduction

In Release 7, Voice Call Continuity (VCC) specifications will allow the transfer of voice calls to/from the IMS system from/to the CS domain in a seamless fashion, as allowed/dictated by radio conditions detected by the UE.  The IMS, for Release 7, is assumed to use an I-WLAN or some other, possibly non-3GPP IP-CAN, as a transport mechanism for the IMS call.  This capability for completing voice calls in either system is more correctly called dual mode service.

2 Impact on Lawful Intercept (LI)

It is difficult to assess the impact on LI, as SA2 has identified a number of possible network configurations that may be used to satisfy the dual mode service requirement.  For example, an MT CS call might be delivered to the system performing the surveillance from a GMSC, or the IMS system itself might act as a gateway.  Thus, depending upon where the interception occurs, there may be 0, 1 or 2 streams of information coming towards the collection facility.

The 0 stream case would occur where an insufficient number of systems are intercepted, e.g., the CS domain has a tap, but the call is placed through the IMS system.  This problem must be mitigated through LE placing sufficient intercepts in the two systems, and is not further considered here.

The 1 stream case (and hopefully the most common) is when the call is intercepted in a single system.  In this case, there is no impact on LI, and is not further considered here.

The 2 stream case may occur, for a dual mode service subscriber (not just a VCC subscriber) when a call arrives/originates in one system, and is transited through the other system.  For a single collection system, the issue would be how to recognize and differentiate the two streams, or else integrate them into a single stream towards LE.

In addition to the general dual mode subscriber problem, a VCC specific problem arises both in the 1 and 2 stream cases.  This is because SA2 has determined that for VCC to be enabled, the call is always routed through the IMS, as the CCCF AS within IMS is responsible for switching the serving domain.

3 Proposal and Conclusion

First, it should be a goal that existing interception systems be reused to the greatest degree possible.

  

In the 2 stream case, it is not at all clear that proper correlation cannot be accomplished with separate interceptions occurring at different systems.  The MSISDN and presumably the lawful intercept identifier should be the same regardless of the serving system, so that correlation from several sources could occur.  This may be the real issue, and not the interception(s) itself.  So the real problem seems to be not that some interception might be lost (not a VCC problem) but how to insure/recognize the continuity itself through the identification of the series of messages coming from different sources within the systems that would occur at the time of VCC.  This is a collection system issue, similar to the problem identified in Annex F of 33.108, where the CC is not coming through the GGSN.  Instead it will be coming through the MGW in the case of interfacing to the CS system, or the PDG in the case of an I-WLAN.  

In the VCC case, whether there is one or two streams, the issue seems to be to be able to recognize the sequence of messages that will occur for VCC, and use these to condition the collection system to maintain a consistent stream to LE, even though the call in one domain is terminated.

