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6.5
IRI for packet domain

The IRI will in principle be available in the following phases of a data transmission:

1.
At connection attempt when the target identity becomes active, at which time packet transmission may or may not occur (set up of a data context, target may be the originating or terminating party);

2.
At the end of a connection, when the target identity becomes inactive (removal of a data context);

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data context information, for standard data transmission between two parties.

The events defined in [19] are used to generate records for the delivery via HI2.

Table 6.1 lists different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 6.1: Mapping between UMTS Data Events and HI2 records type
	Event
	IRI Record Type

	GPRS attach
	REPORT

	GPRS detach
	REPORT

	PDP context activation (successful)
	BEGIN

	PDP context modification
	CONTINUE

	PDP context activation (unsuccessful)
	REPORT

	Start of intercept with PDP context active
	BEGIN or optionally CONTINUE

	PDP context deactivation
	END

	Location update
	REPORT 

	SMS
	REPORT

	ServingSystem
	REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the GSN or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 6.2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	
	
	

	
	
	

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier. LawfulInterceptionIdentifier ASN.1 type is imported from ETSI TS 101 671.

	event date
	Date of the event generation in the xGSN
	timeStamp. TimeStamp ASN.1 type is imported from ETSI TS 101 671.

	event time
	Time of the event generation in the xGSN
	

	initiator
	This field indicates whether the PDP context activation, deactivation, or modification is MS directed or network initiated.
	Initiator

	location information
	When authorized, this field provides the location information of the target that is present at the SGSN at the time of event record production.
	locationOfTheTarget

	observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
	partyInformation (party-identiity)

	observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).
	partyInformation (party-identity)

	observed IMEI 
	Target Identifier with the IMEI of the target subscriber (monitored subscriber)
	partyInformation (party-identity)

	observed PDP address
	PDP address used by the target..
	partyInformation

(services-data-information)

	
	
	

	
	
	

	
	
	

	access point name
	The APN of the access point
	partyInformation

(services-data-information)

	PDP type
	This field describes the PDP type as defined in TS 29.060, TS 24.008, TS 29.002
	partyInformation

(services-data-information)

	service center address
	This field identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT.
	serviceCenterAddress

	SMS
	The SMS content with header which is sent with the SMS-service
	sMS

	SMS initiator
	Indicates whether the SMS is MO, MT, or Undefined. Editor’s note: this parameter is part of the sMS parametrer (SMS-report ASN.1 type).
	sms-initiator

	correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
	gPRSCorrelationNumber

	event type
	Description which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, etc.
	GPRSevent

	
	
	

	sgsn Address
	An IP address of the SGSN, which performs interception.  Editor’s note: should this parameter be added to tables 6.3-6.12? How sgsnAddress is different from servingSGSN-Address?
	sgsnAddress

	failed context activation reason
	This field gives information about the reason for a failed context activation of the target subscriber.
	gPRSOperationErrorCode

	failed attach reason
	This field gives information about the reason for a failed attach attempt of the target subscriber.
	gPRSOperationErrorCode

	ggsn Address
	An IP address of the serving GGSN. Editor’s note: should this parameter be added to tables 6.3-6.12?
	ggsnAddress

	umts QOS
	This field indicates the Quality of Service associated with the PDP Context procedure.
	qOS

	context deactivation reason
	This field gives information about the reason for context deactivation of the target subscriber.
	gPRSOperationErrorCode

	network identifier
	Operator ID and optionally SGSN, GGSN, or HLR address.
	networkIdentifier. Network-Identifier ASN.1 type is imported from ETSI TS 101 671.

	
	Editor’s note: this parameter is not used in ASN.1!
	

	SMS originating address
	Identifies the originator of the SMS message.
	DataNodeAddress. DataNodeAddress ASN.1 type is imported from ETSI TS 101 671.

	SMS terminating address
	Identifies the intended recipient of the SMS message.
	DataNodeAddress. DataNodeAddress ASN.1 type is imported from ETSI TS 101 671.

	
	
	

	serving SGSN number
	An E.164 number of the serving SGSN. Editor’s note: should this parameter be added to tables 6.3-6.12?
	servingSGSN-Number

	serving SGSN address
	An IP address of the serving SGSN. Editor’s note: should this parameter be added to tables 6.3-6.12? How sgsnAddress is different from servingSGSN-Address?
	servingSGSN-Address

	location dependent interception
	Indicates whether the intercept subject is entering or leaving interception area.
	ldiEvent

	national HI2 ASN.1 parameters
	Optional parameters defined by national legislation. Editor’s note: should this parameter be added to tables 6.3-6.12?
	national-HI2-ASN1parameters. National-HI2-ASN1parameters ASN.1 type is imported from ETSI TS 101 671.


NOTE:
LIID parameter must be present in each record sent to the LEMF.
***   Next Modification   ****

7.5
IRI for IMS

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information).

2.
Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

	Event
	IRI Record Type

	SIP-Message
	REPORT


A set of information is used to generate the record. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new IEs are available and if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
Once IRI only interception is underway, LEMF receives IMS specific IRI only (SIP IRI) from CSCF. LEMF does not receive CC, and therefore it is not possible to correlate IMS specific IRI with CC. 

Once IRI and CC interception is underway, LEMF receives IMS specific IRI both from a GSN and from a CSCF. LEMF receives SIP messages also from a GSN within CC. In certain cases, however, SIP messages within CC may be encrypted between UE and CSCF. In these cases LEMF needs to receive unencrypted SIP IRI straight from CSCF.

Table 7.2: Mapping between IMS Events Information and IRI Information

	Parameter
	Description
	HI2 ASN.1 parameter

	object identifier
	Object identifier for 3GPP HI2 domain. Editor’s note: should this parameter be added to table 7.3?
	hi2DomainId

	IRI version
	Version of IRI parameters. Redundant parameter, but it is needed for backward compatibility.
	iRIversion

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier. LawfulInterceptionIdentifier ASN.1 type is imported from ETSI TS 101 671.

	event date
	Date of the event generation in the CSCF
	timeStamp. TimeStamp ASN.1 type is imported from ETSI TS 101 671.

	event time
	Time of the event generation in the CSCF
	

	observed SIP URI
	Observed SIP URI
	partyInformation (sip-uri)

	observed TEL URL
	Observed TEL URL
	partyInformation (tel-url)

	correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
	gPRSCorrelationNumber

	
	
	

	
	
	

	network identifier
	Operator ID and unique number of the intercepting CSCF.
	networkIdentifier. Network-Identifier ASN.1 type is imported from ETSI TS 101 671.

	event type
	IMS Event
	iMSevent

	SIP message
	Either whole SIP message, or SIP message header (plus SDP body, if any). SIP message header (plus SDP) is used if warrant requires only IRI. In such cases, specific content in the SIP Message (e.g. ‘Message’, etc.) must be deleted.
	sIPMessage

	correlation
	Correlation number; unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 

ASN.1 as: iri-to-CC

Signalling PDP context correlation number; unique number for signalling PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 

Used in the case two PDP contexts are used.

ASN.1 as: iri-to-CC

SIP correlation number; either Call-id or some implementation dependent number that uniquely identify SIP messages of the same SIP session. 

ASN.1 as: iri-to-iri
	Correlation

	national HI2 ASN.1 parameters
	Optional parameters defined by national legislation. Editor’s note: should this parameter be added to table 7.3?
	national-HI2-ASN1parameters. National-HI2-ASN1parameters ASN.1 type is imported from ETSI TS 101 671.

	
	
	


NOTE 1:
LIID parameter must be present in each record sent to the LEMF.

NOTE 2:
Details for the parameter SIP message. If the warrant requires only signaling information, specific content in the parameter ‘SIP message’ like IMS (Immediate Messaging) has to be deleted/filtered.  It should be noted that SDP content within SIP messages is reported even for warrants requiring only IRI. 

NOTE 3:   In case of IMS event reporting, the gPRSCorrelationNumber HI2 ASN.1 parameter, which is also used in the IRIs coming from PS nodes, is used as container.
***   Next Modification   ****

C.1.3
Definition of ULIC header version 1

ULIC-header version 1 is defined in ASN.1 [5] (see annex B.4) and is encoded according to BER [6]. It contains the following attributes:
Table C.0: ULICv1 header parameters

	Parameter
	Description
	HI3 ASN.1 parameter

	object identifier
	Object identifier for 3GPP HI3 domain
	hi3DomainId

	ULIC header ASN.1 version
	ULICv1 header version. Redundant, but mandatory parameter. It is also needed for backward compatibility.
	version

	lawful interception identifier
	Optional. Sending of lawful interception identifier is application dependant; it is done according to national requirements.
	LIID. LawfulInterceptionIdentifier ASN.1 type is imported from ETSI TS 101 671.

	correlation number
	As defined in clause 6.1.3.
	correlation-Number. GPRSCorrelationNumber ASN.1 type is imported from UmtsHI2Operations.

	time stamp
	Optional. Sending of time stamp is application dependant; it is done according to national requirements.
	Timestamp. TimeStamp ASN.1 type is imported from ETSI TS 101 671.

	sequence number
	Sequence Number is an increasing sequence number for tunneled T-PDUs. Handling of sequence number is application dependent; it is done according to national requirements (e.g. unique sequence number per PDP-context).

NOTE:
 When a handoff occurs between SGSNs, the DF3 serving the LEA may change. If the DF3 serving an LEA changes as a result of an handoff between SGSNs, contiguous sequencing may not occur as new sequencing may be initiated at the new DF3. Accordingly, the LEA should not assume that sequencing shall be contiguous when handoff occurs between SGSNs and the DF3 serving the LEA changes.
	sequence-number

	TPDU direction
	indicates the direction of the T-PDU (from the target or to the target).
	t-PDU-direction

	national parameters
	Optional. This parameter is encoded according to national requirements.
	national-HI3-ASN1parameters 

	ICE type
	Optional. Indicates whether the T-PDU was intercepted in the GGSN or in the SGSN. This parameter is needed only in case the GGSN and the SGSN use the same Delivery Function/Mediation Function for the delivery of Content of Communication.
	ice-type












The ULIC header is followed by a subsequent payload information element. Only one payload information element is allowed in a single ULIC message (see annex B.4).

The payload information element contains the header and the payload of the communication between the intercepted subscriber and the other party.

***   The following quote is for information only   ****

-- Parameters having the same tag numbers must be identical in Rel-5 and Rel-6 modules.

IRI-Parameters

::= SEQUENCE 

{


hi2DomainId



[0]
OBJECT IDENTIFIER,  -- 3GPP HI2 domain


iRIversion



[23] ENUMERATED


{



version2 (2),



…,



version3 (3),


version4 (4),




-- note that version5 (5) cannot be used as it was missed in the version 5 of this




-- ASN.1 module.



version6 (6)


} OPTIONAL,



-- if not present, it means version 1 is handled


lawfulInterceptionIdentifier
[1] LawfulInterceptionIdentifier,



-- This identifier is associated to the target.


timeStamp



[3] TimeStamp, 



-- date and time of the event triggering the report.) 


initiator 



[4] ENUMERATED 


{



not-Available

(0),



originating-Target
(1),




-- in case of GPRS, this indicates that the PDP context activation, modification 




-- or deactivation is MS requested



terminating-Target
(2),




-- in case of GPRS, this indicates that the PDP context activation, modification or




-- deactivation is network initiated


...


} OPTIONAL,


locationOfTheTarget

[8] Location OPTIONAL,



-- location of the target subscriber


partyInformation 

[9] SET SIZE (1..10) OF PartyInformation OPTIONAL, 



-- This parameter provides the concerned party, the identiy(ies) of the party



--)and all the information provided by the party. 


serviceCenterAddress
[13] PartyInformation OPTIONAL,



-- e.g. in case of SMS message this parameter provides the address of  the relevant 



-- server within the calling (if server is originating) or called (if server is



-- terminating) party address parameters


sMS





[14] SMS-report OPTIONAL,



-- this parameter provides the SMS content and associated information


national-Parameters

[16] National-Parameters OPTIONAL,


gPRSCorrelationNumber
[18] GPRSCorrelationNumber OPTIONAL,


gPRSevent 



[20] GPRSEvent OPTIONAL,



-- This information is used to provide particular action of the target



-- such as attach/detach


sgsnAddress 


[21] DataNodeAddress OPTIONAL,


gPRSOperationErrorCode 
[22] GPRSOperationErrorCode OPTIONAL,


ggsnAddress 


[24] DataNodeAddress OPTIONAL,


qOS





[25] UmtsQos OPTIONAL,


networkIdentifier

[26] Network-Identifier OPTIONAL,


sMSOriginatingAddress 
[27] DataNodeAddress OPTIONAL,


sMSTerminatingAddress 
[28] DataNodeAddress OPTIONAL,


iMSevent



[29] IMSevent OPTIONAL,


sIPMessage



[30] OCTET STRING  OPTIONAL,


servingSGSN-number

[31] OCTET STRING (SIZE (1..20))
OPTIONAL,


servingSGSN-address

[32] OCTET STRING (SIZE (5..17)) 
OPTIONAL,









-- Octets are coded according to 3GPP TS 23.003 [25]


..., 
 



-- Tag

[33] was taken into use by ETSI module in TS 101 671v2.12.1



ldiEvent
 


[34] LDIevent OPTIONAL,


correlation 


[35] CorrelationValues OPTIONAL,


national-HI2-ASN1parameters
[255]
National-HI2-ASN1parameters
OPTIONAL

}

-- Parameters having the same tag numbers must be identical in Rel-5 and Rel-6 modules
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