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Technical Survey (3GPP2 Part) of the Lawful Interception Requirement & Standardization

O: SCOPE

This document has been developed as the baseline document for further work on Lawful Interception The purpose of this Supplement is to identify lawful interception and related communications assistance to law enforcement specifications, ongoing work, and the fora that are addressing this area. The value added by this document is to promote greater consistency and compatibility for how lawful interception of communications across jurisdictions is carried out. The information in this document is intended to assist the relevant authorities to assess how their particular requirements may be met through re-use of existing and planned capabilities and functions, thereby avoiding the costs and delays that may be associated with proliferation of unique specifications. This consistency also supports cooperative arrangements with neighboring agencies.

REFERENCES

· ANSI-J-STD-025-2000, Lawfully Authorized Electronic Surveillance

1. INTRODUCTION

TIA/EIA-J-STD-025 standard defines the interfaces between a telecommunication service provider and Law Enforcement Agency to help the LEA in performing the Lawfully Authorized Electronic Surveillance.

Electronic Surveillance refers to interception and monitoring of the either Call Content or Call Identifying information or both for a particular subscriber. 

It is the responsibility of the LEA to provide the necessary legal authorization regarding the intercept subject to the Telecommunication Service Provider. 

The document has been organized in three sections i.e., LEA Perspective, Network Perspective and Implementation Perspective.

2. LEA Perspective

This section describes the services and features from the LEA perspective.

2.1 General Description

Intercept Function is divided into five broad categories:

· Access

· Delivery

· Collection

· Service Provider Administration

· Law Enforcement Administration

  



Access Function consists of one or more intercept access point. It isolates an intercept subject’s communication or call identifying information. This function falls in TSP’s domain.

Delivery Function is responsible for delivering intercepted communications to one or more collection functions. This function falls in TSP’s domain. Delivery Function uses two types of channels to deliver the intercept information

Call Content Channels:
Used to transport call content such as voice or data 

Call Data Channels:
User to transport call identifying information such as called/calling party identities.

Collection Function is responsible for collecting and analyzing the intercepted 

Communications and Call Identifying information. This function falls in LEA’s domain. 

Service Provider Administration function controls the TSP Access and Delivery functions.

Law enforcement Administration function controls the LEA Collection Function and falls under LEA’s domain. 

It is the responsibility of the TSP to provide the access to the communications and call identifying information for the particular intercept subject.

2.2 Call Content Channel and Call Data Channels

TSP transports the Call Content of intercept subject’s to the LEA over one or more Call Content Channels.

Number of CCCs required will vary as per the requirements. Each CCC for the interception must be capable of transporting one or more bearer service of the intercepted subject. CCC can be provisioned as combined or separated. In case of combined CCC, both transmit and receive paths are on single channel whereas in case of separated CCC, separate channels are used for transmit and receive modes. For some applications (for example SMS), the call content may be transferred over the CDC.

For transportation of Call identifying information, 3GPP2 defines a specialized protocol called Lawfully Authorized Electronic Surveillance Protocol (LEASP). Call information is formatted into discrete messages using LEASP protocol and transported over a CDC to an LEA.

There may be cases when interception of a particular subject is required by more than one LEA. Delivery function shall duplicate the Call Content, call 1dentifying information, or both and deliver it to collection functions. 3GPP2 recommendation defines the limit of five simultaneous interceptions. 

2.3 Access Mechanism

Means to access the intercept communication are divided into three categories

· Non-Call Associated Services

· Call Associated Services

· Content Surveillance Services

Non-call Associated information interception services access information within the telecommunication systems. Information may be retrieved from existing messages and signalling. Serving System Identification IAP is the only non-call associated information IAP defined by 3GPP2. SSIAP shall report the identification of the TSP providing service to a intercept subject using a terminal or personal mobility service. The information includes the identity of the current system proving the service and regarding the occurrence of the event. 

Call Associated information services access information related to call and service processing. Call identifying information IAP provides access to the available call-identifying information for the call made by an intercept subject or for the call made by the intercept subject. This includes abandoned/incomplete call attempts, diverted or forwarded calls.

Call identifying information can be based on various call events. A call event is defined as a user action or signal that may cause a call state change. Following call events are defined for circuit-mode calls:

Answer:


A party has answered the call attempt

Change:
Identity of a call has been merged with identity of other calls or split into multiple calls.

Origination:
System has routed the call or has translated a number for the subject.

Redirection:


Call has been forwarded, diverted or deflected.

Release:


Resource for the entire call has been released.

Termination Attempt:
Call attempt on an intercept subject has been detected.

For Content Surveillance, IAPs are used to access the communications of the intercepted subject. This IAP falls into two categories:

Circuit IAP

Circuit IAP accesses the call content of circuit mode communication to and from the intercept subject’s equipment, services or facilities. Loss of any portion of call content should not occur between Answer and Release. Call content may include announcements and tones.

Packet Data IAP

Packet Data IAP accesses data packet sent or received by the intercept subjects equipment, services or facilities. PDIAPs may be on serving system or on an redirecting system. Packets shall be sent to Collection function when they are intercepted. Separate CCCs may be used to transfer intercepts packet data to and from the intercept subject to the collection center or single CCC may be used for both receive and transmit mode.

3. Network Perspective

This section describes information flows between Access, Delivery and Collection Functions in terms of messages and information carried in the messages.


Figure above depicts the functional entities and interfaces between them of a interception system as defined by 3GPP2.

3.1 Functional Entities

3.1.1 Access Function

This entity, through its IAP is responsible for providing access to intercept subject’s communications, call identifying information, or both. Its main functionality is 

· To access the intercept subject’s call identifying information and pass it on to Delivery function,

· To access the intercept subject’s call content and pass it on to Delivery function and

· To provide security regarding the intercept controls, call content and call identifying information.

3.1.2 Delivery Function

This entity delivers the call content and call identifying information to one or more Collection Functions. Its main functionality is

· To receive the call content for each intercept subject over one or more channels from Access Function,

· To deliver the call content for each intercept subject to collection function over one or more CCCs,

· To receive call identifying information or packet data information for each intercept subject and deliver that information over one or more CDCs to the collection function,

· If there is more than one interception configured for a particular intercept subject, delivery function shall duplicate and deliver the call identifying information and content for the intercept subject to the collection functions (max. unto five) and

· To employ security measures to protect intercept controls, intercepted call content and call identifying information.

3.1.3 Collection Function

This entity is responsible for collecting the call content and call identifying information for an LEA. This entity

· Receives and processes the call content for each intercept subject and

· Receive and process the call associated and non-associated information regarding each intercept.

3.1.4 Service Provider Administration Function

This entity is responsible for controlling the service provider surveillance functions and has been kept out of the scope of the 3GPP2 standards.

3.1.5 Law Enforcement Administration Function

This entity is responsible for controlling LEA surveillance functions and is responsibility of the LEA.

3.2 Interfaces

3.2.1 A-Interface

This interface is between service provider administration function and Access function.

3.2.2 B-Interface

This interface is between Law enforcement administration function and collection function.

3.2.3 C-Interface

This interface is between service provider administration function and Delivery function.

3.2.4 D-Interface

This interface is between Access Function and Delivery Function.

3.2.5 E-Interface

This interface is between the Delivery Function and Collection Function. This interface has been defined by the 3GPP2 J-STD-025 standard.

3.3 Message Description

Call events described under the LEA requirement section conveys the basic information related to the events during the call. This section describes those events and the supporting information.

3.3.1 Answer

This message comes when a circuit switched call has been answered. Answer message is triggered when

Intercept subject answers a call or

Intercept subject’s voice mail answers a call or

Call redirected by intercept subject is answered or

Intercept subject answers a hold, transferred call.

3.3.2 CCClose

End of Call content delivery is reported by CCClose message. This message is triggered when the CCC is released. CCC can be released when the call is released or delivery channel is not required any more or in case of early release of CCC by collection function.

3.3.3 CCOpen

This message is used to link a circuit mode CCC with a particular call instance. This message shall be triggered when circuit mode call content or packet mode data delivery is required. 

3.3.4 Change

Change message comes on merging or splitting of calls. This message can come when two or more call identities are merged into one or a call identity is merged with existing call or call identity is split into two or more call identities or the call identity is changed into some other call identity.  

3.3.5 Origination

This message comes in case of call origination attempt by the intercept subject in circuit switched mode or in case of number translation for the intercept subject. There can be multiple origination messages for a single call attempt.

3.3.6 PacketEnvelope

This message is used to transfer the data packets over the CDC on the interception. In case packet mode communication delivered over CCC, this message is not used.

3.3.7 Redirection

This message is triggered when an incoming call attempt to the intercept subject is forwarded, deflected.

3.3.8 Release

Release message is triggered when a circuit mode call attempt is abandoned by calling party or call is released.  

3.3.9 ServingSystem

This message is defined for the case when intercept subject is having terminal mobility and its interception has to be done. This message is triggered when any mobile terminal is authorized for services with another service provider or in some other service area.

3.3.10 TerminationAttempt

This message is reported when there is an incoming call coming on the intercept subject. This message is sent regardless of the outcome of the call. This message is triggered when either there is a termination attempt on the intercept subject or recall attempt involving the intercept subject is detected.

4. Implementation Perspective

This section describes the protocol definition for CDC and CCC protocols in terms of Transfer syntax, Transfer Semantics and Procedures.

4.1 CDC Protocol

CDC messages defined by 3GPP2 standard are OSI layer 7 or application layer protocol. Protocol. Protocol for CDC has been named as “Lawfully Authorized Electronic Surveillance Protocol (LEASP).  LEASP messages shall be transferred over CDCs using any popular/standard data communication protocol.

4.2 CCC Protocol

According to 3GPP2, for circuit mode services, Call content shall be encoded using any standard/widely used bearer services. Intercepted content shall be delivered without altering the content. 3GPP2 recommendation states that Speech and 3.1KHz audio bearer services intercepted and delivered over circuit mode digital facilities shall use mu-law encoding. Out-of-band signaling or Signaling on CCC may be used to trigger the LEA when call content is being delivered.

Intercepted packet-mode data communication shall be delivered to an LEA by forwarding the intercepted PDUs using any standard/widely used protocol when a CCC is used. Intercepted PDUs shall include sufficient addressing information to associate the PDU with the parties of communication. 
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