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Overall Description

A number of standardization fora, including T1P1.5, 3GPP SA3 LI and ETSI TC LI work on lawful interception and handover specifications. Harmonizing our specifications would apparently promote versatility of LI solutions and reduce implementation costs. ETSI TC LI and 3GPP SA3 LI achieved a rather high level of harmonization between ETSI TS 101 671 and 3GPP TS 33.108.

ANSI specification T1.724-2004 "UMTS Handover Interface for Lawful Interception" is close to 3GPP TS 33.108v.5.7.0 and to certain extent to 33.108v.6.5.0.

However, Annex H in ANSI T1.724-2004 contains certain timing requirements, which are very different from similar requirements in 3GPP TS 33.108:

“An IRI record must be sent from the TSP’s IAP to the LEMF within eight seconds of the detection of the associated event by the IAP at least 95% of the time and with the event time stamped to an accuracy of at least 200 milliseconds”.

3GPP SA3 LI in Orlando meeting on 9-12 April 2002 has profoundly discussed the matter (original Tdoc from Telcordia S3LI02_091, and its Telcordia provided modification S3LI02_091r1). SA3 LI has explicitly rejected these timing requirements on the following grounds:

1. At the time packet data networks, including IP networks were designed no requirements existed to synchronize network elements. Such synchronization is not needed at all. Bringing synchronization requirements for LI purposes implies a need to redesign IP networks, which would be an unfeasible task.

2. “Accuracy of at least 200 milliseconds” may be interpreted as either accuracy against atomic clock, or accuracy against internal clock.

3. Requiring from IP networks to become 200 milliseconds accurate against atomic clock would be an impossible task, while achieving 200 milliseconds accuracy against internal clock would be feasible to implement. However, even that, feasible requirement was considered too stringent and not having sufficient grounding.

This fact was documented in the approved Orlando meeting report (S3LI02_128r1) and in the approved Tdoc S3LI02_091r2.

In the previous SA3 LI meeting Tdoc S3LI04_005 was presented, which contains exactly the same rejected timing requirements. The meeting received assurances that T1P1.5 closely inspected the matter and has approved it. SA3 LI tried to remove ambiguity by adding a footnote to the proposed text (see Tdoc S3LI04_005r1).


3GPP SA3 LI would like to highlight that ambiguity and controversy of the above-discussed timing requirements could be removed by aligning with the similar statements in 3GPP TS 33.107 (subclause 7.3.2 “Structure of the events”) and 3GPP TS 33.108 (subclause 6.2.1 “Timing”):

“Timestamp shall be generated relative to GSN or HLR internal clock.”

Apart from the above-mentioned controversial timing issue, we found the following important differences between ANSI T1.724-2004 and 3GPP TS 33.108:

1. Subclause 6.2.2 “Quality” in ANSI T1.724-2004 does not contain the following rather important statement: “However, when TCP is used as an OSI layer 4 protocol across the HI3, real time delivery of the result of the interception cannot be guaranteed”. This may lead to a request of guaranteeing real time delivery of the result of the interception when TCP is used. That is not technically possible. The reason for this misalignment could be that ANSI T1.724-2004 is based on R5 versions 3GPP TS 33.108 (which do not contain the statement), and not on R6 versions 3GPP TS 33.108 (which do contain the statement starting from version 6.1.0).
2. Annex H in ANSI T1.724-2004 does not contain the following statement: “Reporting of Dialled Digits present in the content stream shall be performed on a per lawful authorization basis. Dialled Digit Reporting (DDR) requirements can be achieved with this standard by directing the intercept subject’s media stream to the LEMF where the LEMF can isolate the Dialled Digits. Other methods for reporting of intercept subject Dialled Digits are for further study”.

3. In the previous meeting S3 LI has inserted new nodes into ASN.1 object tree: R5 and R6. It would be very useful if ANSI spec would consider this new feature as well.

3GPP SA3 LI regrets that the above-mentioned quality and timing requirement in subclause 6.2.2 and Annex H of ANSI T1.724-2004 causes serious misalignment between otherwise harmonised specs: ANSI T1.724-2004 and 3GPP TS 33.108.

2         Actions

3GPP SA3 LI asks T1P1.5 to kindly consider opening addendum against the ANSI T1.724-2004, in order to discuss at least the following issues:

1. Clarifying the scope of Annex H. Does Annex H address both CS domain and PS domain or only packet data? We believe in US CS domain is covered by J-STD-025.
2. Clarifying the timing requirements. 

· Does Annex H require that DF2 shall send IRI record to LEMF within 8 seconds after respective control plane procedure is completed?

· Does Annex H require that intercepting node shall timestamp IRI record to within 200 milliseconds after respective control plane procedure is completed? In other words, does Annex H require that intercepting node shall timestamp IRI record to with accuracy of 200 milliseconds, which is measured against intercepting node’s internal clock? Please note that this is the interception domain matter and strictly speaking is out of handover domain’s scope.

3. Clarifying handling of the real time traffic, once TCP is used.

4. Updating ASN.1 object ID by inserting R5 and R6 branches.

3GPP SA3 LI asks T1P1.5 to kindly consider appointing a liaison officer to 3GPP SA3 LI forum. 3GPP SA3 LI would like to nominate Mrs. Brye Bonner as 3GPP SA3 LI liaison officer to T1P1.5 forum.
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