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This paper continues the discussion from the London and Miami meeting on enhancing the interception functionality. In Miami S3LI04_040 was discussed. This could be achieved by exchanging target activity related information between network entities. 

The current SA3LI-approach is focussed on a LI-facility that is active in a limited set of network entities. The 3G networks will contain more network entities and even network entities not standardised by 3GPP. The TSP is in most countries legally responsible to have its total services interceptable. 

This document tries to separate some of the issues to support the discussion.

Considerations that inspire the discussion on enhancing the interception functionality:

a) Lawful interception requirements are not necessarily directed to a 3G network element or the 3G part of the providers domain but to the entire public service of the provider.

b) The 3G network is to be considered a subsystem for a provider of a broad set of services. 3G should therefore also act as a subsystem of interception.

c) The 3GPP architecture allows non-3G facilities to  be connect to the 3G-archtecture to allow for additional features/services. 
The 3G network might therefore act on triggers from non-3G network elements (and vice versa).

d) The 3G-network elements do not inform each other in all situations about features and facilities used by a customer.
Not all target traffic might therefore be intercepted properly. 

Taking in to account that providers should be able to fulfil their legal obligations and that the current 3G LI-architecture focuses on a limited set of 3G network elements one might consider additional LI features are needed.

Conceptually the enhancement could be achieved by:

e) Improving the 3G interception facilities by using information given by other network elements.

And vice versa by:

f) Improving interception facilities in other network elements by making information from the 3G LI facilities available.

The impact of this concept on the current 3G standard could generate consideration like:

g) Should there be an interface to allow for the exchange of triggers to activate temporary (“session based”) intercepts?

h) Does this gives the need to be able to intercept also on temporary IDs or can this be fulfilled by the current interceptable IDs?

i) What should be done in the current 3G-LI-archtecture if LI-tags and LI-triggers can come from other 3G and non-3G network elements? (With tags being the more permanent marks for LI and triggers being the temporary/“session-based” marks for LI).

j) What should be done in the current 3G-LI-archtecture if LI-tags and LI-triggers must be sent to other 3G and non-3G network element?

k) Is there a need to standardise the interface that exchanges the LI-tags and LI-triggers? 
Can existing proprietary/manufacturer-specific interfaces facilitate this exchange? 

The approach of the generic LI –facility as pictured in this document is not new. Currently it is already done by providers bud mostly on an ad hoc or off line basis. This might not be effective in the future as the 3G networks and there architecture take off.

The SA3LI group is therefor encouraged to arrange the 3G-LI facilities to allow for effective overall LI facilities ad a TSP.
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