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Summary

An assumption made in TS 33.107 is that all intercepted communications content are delivered to a common LEA address when delivery occurs over an IP based network.  This contribution considers enhancements to TS 33.107 to support the Network Operator selection of an LEA Address when there are multiple addresses to choose from for deliverying content.   

A. Introduction

An assumption made in TS 33.107 is that all intercepted communications content are delivered to a common LEA address when delivery occurs over an IP based network.  This contribution considers enhancements to TS 33.107 to support the Network Operator selection of an LEA Address when there are multiple addresses to choose from for deliverying content.   

B. Discussion

When content of communications is intercepted, it is passed to the MF for delivery to the LEMF.  The destination address (an address as used in this contribution is the IP address and port number pair) at the LEMF to which the content is delivered is most likely provisioned such that a single common LEMF address is used for delivering the intercepted content.  

To provide flexibility to the LE and to improve the handling of communications content by the LEMF, it is also possible for the LEMF to utilize multiple addresses so that each intercepted packet data session (or PDP context) could be delivered to a unique LEMF address.  In this case, the MF would select the LEMF address to be used on a per-PDP-context basis and indicate this to the LEMF in a Begin record.  This approach allows the LEMF to quickly and easily sort out the received traffic.

From the perspective of the MF, it would need to have the available list of LEMF addresses to be used.  Of course, the LE would provide the LEMF addresses prior to interception, just as they would in the current case of a single LEMF address being used.
C. Recommendations

It is recommended that S3LI group consider adding a capability for the MF to choose and signal the selected LEMF address in a Begin record.   Proposed specific text changes are also provided for consideration.
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5.1.3
X1_3-interface (CC)

For the activation of intercepted Content of Communications the message sent from the ADMF to the Delivery Function contains:

-
the target identity;

-
the address(es) to be used for delivery for CC (= LEMF address[es]);

-
a DF3 activation identity, which uniquely identifies the activation for DF3 and is used for further interrogation or deactivation, respectively;

-
the IA in case of location dependent interception;

-
the warrant reference number if required by national option.

If a target is intercepted by several LEAs and/or several identities simultaneously, a single activation of delivery is necessary for each combination of LEA and identity.
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Figure 5: Information flow on X1_3-interface for Lawful Interception activation
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