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Discussion:

Let’s look into the case, illustrated in the figure below.


LEA gets a warrant, which requests operator to deliver all VoIP conversations of a target to LEMF.

In case the target and party A are in the same PLMN, or in PLMNs that are under the warrant’s jurisdiction, operator could intercept and hand over data associated with the target’s PDP context. No problems seem to arise here.

However, if target has roamed out of the warrant’s jurisdiction, then the data associated with the party A’s PDP context should be intercepted. In such a case, however, LEMF would get the data of the party A – party B communication. This obviously would be illegal. Imagine, party A being a bank. Leave alone the handover, strictly speaking operator is not entitled even to intercept party A – party B communication.

Proposal:

It is proposed to discuss the problem and work on the possible resolution.
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