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Introduction:

Originally the requirements for the lawful interception of data at the PS domain (GPRS), and the handover of the intercepted data (ETSI TS 101 331, ETSI ES 201 158, ETSI TR 101 944, GSM TS 01.33, GSM TS 02.33) were adopted relatively long time ago. Those requirements were derived by considering only the Non Real Time (NRT) GPRS traffic.

Updated versions of the specs, and new specs adopted by 3GPP (3GPP TS 33.106, 3GPP TS 33.108) never addressed the issue of possible implications of the introduction of the Real Time (RT) traffic into the PS domain. This discussion paper offers a first step to start such a study.

Discussion:

The latest TS 33.106v5.1.0 (interception spec) sets the following requirement:

“The QoS towards the delivery function provided by the network must be at least that the network provides to the target.”

The latest TS 33.108v5.1.0 (handover spec) reads:

“The quality of service associated with the result of interception should be (at least) equal to the quality of service of the original content of communication. This may be derived from the QoS class used for the original intercepted session .”

The latest 3GPP TS 23.107v5.6.0 defines QoS classes in detail. In order to support both types of traffic at the PS domain of the UMTS network, 3GPP decided to make use the following protocol architecture (TS 23.060v5.3.0) network:
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Figure 1: User Plane with UTRAN

Figure 1 illustrates the fact, that before forwarding the received user datagrams the GSNs encapsulate them by the following headers: GTP-U, UDP and IP.  Note, that the application layer in Figure 1 normally would contain upper layer (layer 4 upwards) protocols. Figure 2 illustrates the resulting datagram sent by GGSN to SGSN, once the user is running an application over the Internet.

	PS domain specific headers
	IP packet over the Internet

	IP header:

Destination address = IP address of the SGSN
	UDP header:

Destination port = port number at the SGSN
	GTP header:

TEID = TEID requested by the SGSN
	IP header:

Destination address = IP address of the user
	UDP /TCP header:

Destination port = port number of the user application
	Upper layer headers inserted by the user application
	



Figure 2: G-PDU format

Hence, PS domain supports both major traffic classes (NRT, RT) in the following way:

· TCP/IP based NRT applications (Figure 1) normally require reliable delivery of the data. The extent of reliability is defined in TS 23.107. Such applications make use of the connection-oriented services provided by TCP. UMTS network carries user’s initial TCP/IP packets by connectionless UDP/IP. Therefore, in case some UDP/IP packets are lost in the PS domain, then the end applications will recover the lost packets by resending them. That is UMTS  PS domain itself does not retransmit the lost data. Therefore, NRT applications have to tolerate packet delays, and delay variations defined in TS 23.107.

· TCP/IP based RT applications (Figure 1) can tolerate unreliable delivery of the user data to the extent of defined in TS 23.107. However RT applications do require that no delays and delay variations exceed values defined in TS 23.107.  That’s the reason the RT applications make use of the connectionless services provided by UDP. UMTS network carries user’s initial connectionless UDP/IP packets by connectionless UDP/IP. In case some IP packets are lost in PS domain, then neither end application, nor UMTS PS domain recover (retransmit) the lost data. 

Hence, the requirement that the QoS towards the LEMF via the delivery function should be must be at least that the network provides to the target, would be impossible to fulfil without a careful selection of the protocol stack across X3 and HI3 interfaces. 

Currently, in order to ensure the reliable delivery certain parties are advocating deployment of the TCP over the HI3 interface. I believe that approach is not flawless because of the following reasons. It is obvious that a standard TCP implementation in the TCP/IP stack of the general purpose operating systems used for interception and delivery cannot deliver target’s RT data in a real time (23.107). 

By far we have seen only one proposal to solve the problem by modifying the TCP/IP stack of the platforms used for LI purposes. This solution has two drawbacks. Firstly, there is no evidence, that this solution in a real network will meet the requirements set by 23.107. Next drawback is that LI solution vendors would have to modify the LI platforms. That is, a GSN vendor has to modify the platform in order get a TCP/IP stack fit for LI purposes. This may create collision nightmare in the operating system. Resolving those conflicts would increase significantly the overall costs of the products. Besides, that would delay the delivery of GSNs and ultimately the LI solutions. In short, this kind of solution does not look attractive at all.

This paper proposes another solution. The LI solution is an application. A common programming practice is to make the applications independent of the platforms they are running over. Therefore, LI applications for X3 and HI3 interfaces should run over a standard TCP/IP implementation, as this is done at the moment. This fits intercepted NRT traffic, which is currently delivered in reliable way by TCP (FTP over TCP and ULIC over TCP).

Proposal:

In order to meet the RT requirements, LI applications must make use of UDP/IP to deliver the data over the X3 and HI3. However, LEAs wish to have intercepted RT traffic delivered in a reliable manner. In order to fulfil this requirement, apparently we would need to introduce a layer over UDP, which would provide for reliability. That is, we would need a software, which would be similar to TCP. This session layer software typically should be part of  a LI application. The way to this solution is illustrated in Figure 3 below.


Figure 3: RT User plane data in PS domain. Delivery of intercepted data over X3 and HI3

Before exploring possible stage 3 solutions, we would need to draft requirements (stage 1) for such a layer, and derive general features (stage2). A very draft outline of the solution is presented below.

Requirements:

· RT delivery

· Reliable delivery

· Integrity of the data

Session layer features:

· Send data without waiting for acknowledgement. However, buffer and retransmit lost data

· Configurable timer for detecting data loss

· Configurable buffers from 0 to MaxNumber octets. Size 0 may be used for unreliable delivery

· Acknowledgement messages coming at configurable time intervals to the data sending entity. Time interval MaxTime may be used for unacknowledged mode of operation

An IP packet across HI3 would have the format, illustrated in Figure 4 below.

	IP header:

Destination address = IP address of the LEMF
	UDP header:

Destination port = port number at the LEMF
	CC header:

LIID, SeqNum, timestamp, etc.
	IP header:

Destination address = IP address of the target
	UDP /TCP header:

Destination port = port number of the target’s application
	Upper layer headers inserted by the target’s application
	



Figure 4: CC message
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