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Summary

The current version of TS 33.106 defines the system requirements for an interception system within a Third
Generation Mobile Communication System (3GPP MS).

This contribution identifies requirements to meet the needs of the LEAs in areas related with management
interface notifications and fault reporting.

The lawful authorization status and fault reporting capabilities provide information related to the status of a
lawfully authorized electronic surveillance (e.g., activated, deactivated, modified), as well asfault and alarm
information on lawful authorization delivery interface resources. Currently this capability is not described in TS
33.106, but it isdescribed in ES 201 671.

This contribution proposes changesto TS 33.106, version 5.0.0, to address Surveillance Status and Fault
Reporting by the intercepting network toward the LEA. These capabilities are supported in ES 101 671, but not
yet in the 3GPP series of specificationsfor LI. Companion contributions propose compatible changesto TS
33.107 and TS 33.108.
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Changes to TS 33.106 to support lawful interception management naotification
capabilities.

Telcordia Technologies and Federal Bureau of Investigation

Security Date: 3. 24/09/2002
F Release: 3. Rel-5
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP Rel-5 (Release 5)

Rel-6  (Release 6)

Consequences if
not approved:

Reason for change: 3. Textis being added to the specification to address the need to support lawful

interception management notifications towards the LEA for the following cases:
1)After the activation of lawful interception.

2)After the deactivation of lawful interception.

3)After modification of an active lawful interception.

4)Fault reporting.

This capability will bring the 3GPP Suite of LI specifications in alignment with ES
201 671: "Handover Interface for the lawful interception of telecommunications
traffic" is updated to a later revision.

Summary of change: 3. Text is being added to the specification to address the need to support lawful

interception management notifications towards the LEA which will bring the
3GPP Suite of LI specifications in alignment with ES 201 671.

. Misalignment with ES 201 671.

Clauses affected:

Other specs
affected:
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Test specifications
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How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm |
Below is a brief summary:

1) Fill out the above form. The symbols above marked 8. contain pop-up help information about the field that they are
closest to.

2) Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word
"revision marks" feature (also known as "track changes") when making the changes. All 3GPP specifications can be
downloaded from the 3GPP server under ﬁg://ftg.Sggg.org/sgecs/|For the latest version, look for the directory name
with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3) With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of
the clause containing the first piece of changed text. Delete those parts of the specification which are not relevant to
the change request.
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5.2.1 Intercept administration requirements

A secure means of administrating the service by the 3GM S operator and intercept requesting entity is necessary. This
mechanism shall provide means to activate, deactivate, show, or list targetsin the 3GMS as quickly as possible. The
function shall be policed by appropriate authentication and audit procedures. The administration function shall allow
specific |As to be associated with target subscribers when Location Dependent I nterception is being used.

The administration function shall provide a capability to report management notifications for the following cases: upon

activation of interception, upon deactivation of interception, upon modification of an existing lawful interception, and
fault reporting.
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