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*** First Modification ***

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.
access provider: access provider provides a user of some network with access from the user'sterminal to that network.

NOTE 1. Thisdefinition applies specifically for the present document. In a particular case, the access provider and
network operator may be a common commercial entity.

(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport
information to the LEMF is temporarily unavailable.

communication: Information transfer according to agreed conventions.

content of communication: information exchanged between two or more users of a telecommunications service,
excluding intercept related information. This includes information which may, as part of some telecommunications
service, be stored by one user for subsequent retrieval by another.

handover interface: physical and logical interface across which the interception measures are requested from network
operator / access provider / service provider, and the results of interception are delivered from a network operator /
access provider / service provider to alaw enforcement monitoring facility.

identity: technical label which may represent the origin or destination of any telecommunications traffic, asarule
clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or
virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical
access on a case-by-case basis.

inter ception: action (based on the law), performed by an network operator / access provider / service provider, of
making available certain information and providing that information to a law enforcement monitoring facility.

NOTE 2:  In the present document the term interception is not used to describe the action of observing communications by a
law enforcement agency.

inter ception configuration infor mation: information related to the configuration of interception.

inter ception interface: physical and logical locations within the network operator's / access provider's/ service
provider's telecommunications facilities where access to the content of communication and intercept related information
is provided. The interception interface is not necessarily asingle, fixed point.

inter ception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to
the relevant national laws and regulations.

inter cept related information: collection of information or data associated with telecommunication servicesinvolving
the target identity, specifically communication associated information or data (e.g. unsuccessful communication
attempts), service associated information or data (e.g. service profile management by subscriber) and location
information.

inter ception subject: person or persons, specified in alawful authorization, whose telecommunications are to be
intercepted.

inter nal inter cepting function: point within a network or network element at which the content of communication and
the intercept related information are made available.

inter nal network interface: network's internal interface between the Internal Intercepting Function and a mediation
device.

invocation and oper ation: describes the action and conditions under which the service is brought into operation; in the
case of alawful interception this may only be on a particular communication. It should be noted that when lawful




= O o ~ o O W N -

e =
N

=
w

2
[62 N

=
(e}

17
18

19
20

21

22
23

24
25
26

27
28
29

30
31

32
33
34

35
36
37

38
39
40

41
42

43
44

interception is activated, it shall be invoked on all communications (Invocation takes place either subsequent to or
simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.

NOTE 3: The definition isbased on [8], but has been adapted for the special application of lawful interception,
instead of supplementary services.

law enfor cement agency: organization authorized by alawful authorization based on a national law to request
interception measures and to receive the results of telecommunications interceptions.

law enforcement monitoring facility: law enforcement facility designated as the transmission destination for the
results of interception relating to a particular interception subject.

lawful authorization: permission granted to a LEA under certain conditions to intercept specified telecommunications
and requiring co-operation from a network operator / access provider / service provider. Typically thisrefersto a
warrant or order issued by alawfully authorized body.

lawful inter ception: see interception.
lawful interception identifier: identifier for a particular interception.

location infor mation: information relating to the geographic, physical or logical location of an identity relating to an
interception subject.

mediation device: equipment, which realizes the mediation function.

mediation function: mechanism which passes information between a network operator, an access provider or service
provider and a handover interface, and information between the internal network interface and the handover interface.

network element: component of the network structure, such as alocal exchange, higher order switch or service control
processor.

network element identifier: uniquely identifies the relevant network element carrying out the lawful interception.

network identifier: internationally unique identifier that includes a unique identification of the network operator,
access provider, or service provider and, optionally, the network element identifier.

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals
between defined network termination points by wire, by microwave, by optical means or by other electromagnetic
means.

quality of service: quality specification of atelecommunications channel, system, virtual channel, computer-
telecommunications session, etc. Quality of service may be measured, for example, in terms of signal-to-noise ratio, bit
error rate, message throughput rate or call blocking probability.

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when
used under specific operating conditions.

result of interception: information relating to a target service, including the content of communication and intercept
related information, which is passed by a network operator, an access provider or a service provider to alaw
enforcement agency. | ntercept related information shall be provided whether or not call activity istaking place.

service information: information used by the telecommunications infrastructure in the establishment and operation of a
network related service or services. The information may be established by a network operator, an access provider, a
service provider or a network user.

service provider: natural or legal person providing one or more public telecommunications services whose provision
consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service
provider needs not necessarily run his own network.

SM S: Short Message Service gives the ability to send character messages to phones. SM 'S messages can be MO
(mobile originate) or M T (mobile terminate).

SM S Redirecting System: the NWO/AP/SvP system where SM S packets directed toward an interception subject are
processed for redirection instruction (e.q., SMS-GMSC).
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target identity: technical identity (e.g. the interception's subject directory number), which uniquely identifies atarget
of interception. One target may have one or several target identities.

target service: telecommunications service associated with an interception subject and usually specified in alawful
authorization for interception.

NOTE 4: There may be more than one target service associated with a single interception subject.

telecommunications. any transfer of signs, signals, writing images, sounds, data or intelligence of any nature
transmitted in whole or in part by awire, radio, electromagnetic, photoelectronic or photo-optical system.

***  Sacond Modification ***

6.5.1.1 REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting
unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:
- theintercept subject's mobile station performs a GPRS attach procedure (successful or unsuccessful);
- theintercept subject's mobile station performs a GPRS detach procedure;
- theintercept subject's mobile station is unsuccessful at performing a PDP context activation procedure;
- theintercept subject's mobile station performs a cell, routing area, or combined cell and routing area update;

the intercept subject's mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on
national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the
target MS or, when the 3G SGSN receives notification that the SMS-Centre successfully received the SM'S;

for GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G SGSN
receives an SMS-MO communication from the intercept subject's mobile station;

- theintercept subject's mobile station receives a SMS Mobile-Terminated (MT) communication. Dependent on
national requirements, the triggering event shall occur either when the 3G SGSN receives the SM S from the
SMS-Centre or, when the 3G SGSN receives naotification that the target M S successfully received the SM'S;

for GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G SGSN
receivesan SMS-MT communication from the SM S-Centre destined for the intercept subject's mobile station;

- _asanational option, amobile terminal is authorized for service with another network operator or service

provider;

- unless otherwise prohibited by national reguirements, an SM S Redirecting System shall intercept SM S data
packets redirected toward an intercept subject.




Table 6.3: GPRS Attach REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide GPRS Attach event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the
intercept subject's MS.
failed attach reason C Provide information about the reason for failed attach attempts of the

target subscriber.

Table 6.4: GPRS Detach REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide GPRS Detach event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the

intercept subject's MS.




Table 6.5: PDP Context Activation (unsuccessful) REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C Provide to identify either the:

- static address requested by the intercept subject's MS in association
with a subject-initiated PDP context activation request for
unsuccessful PDP context activation requests; or

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS rejects the network-initiated PDP context activation.

iP assignment C Provide to indicate observed PDP address is statically or dynamically
assigned.

event type C Provide PDP Context Activation event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify either the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's mobile station is
unsuccessful at performing a PDP context activation procedure (MS
to Network); or

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's mobile station
rejects a network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

initiator C Provide to indicate whether the PDP context activation is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

failed context activation C Provide information about the reason for failed context activation

reason attempts of the target subscriber.

QOS C Provide to identify the QOS parameters.

Table 6.6: Location Information Update (with No PDP Context Active) REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide Location Information Update event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the

intercept subject's MS.




Table 6.7: SMS-MO and SMS-MT Communication REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type C Provide SMS event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

SMS originating address (0] Provide to identify the originating and destination address of the

SMS destination address SMS message

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

SMS C Provide to deliver SMS content, including header which is sent with the
SMS-service.

service center address C Provide to identify the address of the relevant SMS-C server. If SMS
content is provided, this parameter is optional.

SMS initiator M Indicates whether the SMS is MO, MT, or Undefined.

Table 6.8: Serving System REPORT Record
Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type C Provide Serving System event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HLR reporting the event.

lawful intercept identifier M Shall be provided.

ServingSGSN-Number C Provide to identify the E.164 number of the serving SGSN.

ServingSGSN-Address C Provide to identify the IP address of the serving SGSN.
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