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Identification of Deficiency in TS 33.107 and 33.108 regarding Reporting of Packet Activity IRI
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Release:

Rel-5

Source: 

Telcordia Technologies

Document for:

Discussion. 

Summary

Similar to wireline systems, wireless systems establish a communication path across the accessing system from the subject's device to a network before communication between a subject and an associate can begin. Currently, the establishment or release of this communication path is reported via the BEGIN and END Intercept-Related Information (IRI) records, respectively.  These IRI records identify when an intercept subject has established or ended the ability to communicate over a communication path. After a communication path is established by a wireless accessing system between the subject device(s) and the network, the interception subject can communicate directly with an associate over the connecting path. 

Packet activity reporting is a mechanism for identifying the IRI associated with packets sent by or to the interception subject.  Currently TS 33.107 and 33.108 do not support such a capability.  In general, there are two general forms of interception orders, one which entitles LEAs to receive IRI and another that entitles the receipt of both IRI and communication content.  The need for packet activity reporting is hightened because in some countries, a higher burden of proof is required to be present for an LEAs to obtain the type of order that would allow access to communication content.  In performing IRI type interception, one of the key pieces of information is the identification of the communicating parties.  Right now 33.108 will not provide this information (it will only report that a PDP context has been setup or not and the endpoint of the PDP context).  It will not identify the communicating parties of each packet.

When delivery of only IRI is authorized and in the absence of packet activity reporting, LEAs will be missing critical information.  The omission from TS 33.107 and TS 33.108 of any capability for reporting IRI associated with packets (e.g., IP addresses, protocol, port numbers) sent or received by the interception subject (either on a per-packet or on an aggregate basis) fails to meet law enforcement’s legitimate needs for acquiring lawfully authorized information.

Proposal

S3LI should identify the current lack of support of packet activity reporting in TS 33.107 and TS 33.108 as a deficiency and work towards addressing this deficiency.

