3GPP TSG-SA WG3 LI Meeting #10
Tdoc S3LI02_075
Orlando/FL – USA; April 9 – 11, 2002

Source:
Alcatel S.A.

Contact:
Markus Lutz (M.Lutz@alcatel.de)

Title: 

Correlation of Interception results between



IMS and PS 

Document for:
Discussion and Decision


Agenda Item:
_____
A. Introduction

In chapter ‘7A.3 Multi-media events’ of TS 33.107 (5.1.0) the following is stated:

-
The use of a correlation ID for SIP to bearer correlation is a topic for further study.

Meanwhile the charging experts from 3GPP TSG SA5 have made some progress in defining a correlation parameter for charging purposes. 

As in the past, this definition may also be used for Lawful Interception.

Quotation from the latest draft of 3GPP TR 23.815 V1.1.0 (2002-01):

“….

5.3
Correlation of Charging Information from Different Network Elements and Domains 

5.3.1 Charging Correlation Levels 

The following levels of correlation for IMS charging shall be considered:

1. Correlation within a session. A session may comprise a number of media components. It shall be possible to correlate the charging data of the different media components belonging to a session.

2. Correlation at media component level. For a session comprising several media components (such as audio and video), charging data is generated for each media component and needs to be correlated between network elements. For this, a component identifier shall be unique and shall clearly identify to which media component of a session this charging information belongs to. This component identifier is not exchanged between network elements and is based on the ordering of media flows in the SDP. This ordering is the same as the one used in the binding information passed to the PS Domain.

Correlation between the IMS and the PS domain shall take into account the above-described levels.

5.3.2 Charging Correlation Principles 

To support the correlation of charging information, the following principles apply to both offline and online charging:

1. The correlation of charging information for an IMS session is based on the use of IMS Charging Identifiers. 

2. The first IMS network entity within the SIP signalling path is responsible for assigning an ICID. This ICID shall then be passed along the whole session path in an end-to-end manner. However, this shall not preclude further elements (CSCFs) along the session path generating additional identifiers to be passed along.

3. The ICID is passed to all IMS network entities in the session signalling path. This is performed using SIP signalling. 

4. For the charging correlation between the PS domain and the IMS, one or more GPRS Charging IDs, which identify the PDP contexts of the session [7], are passed from the PS domain to the IMS. More specifically, these identifiers need to be transferred from the GGSN to the P-CSCF.

5. The GPRS Charging IDs are passed by the P-CSCF to the S-CSCF and the AS using SIP signalling. They are not transferred from one Home IMS (e.g. of the A-Party) to another Home IMS (e.g. the one of the B-Party). 

The detailed effects of certain complex scenarios (e.g. forking, multiparty sessions) to these charging correlation principles are for further study.

…”

B. Conclusion

The ICID seem to be the correlation number, which can be also used for interception because of:

1. The ICID is unique per SIP-session.

2. There is a one to one relation between a SIP-session in the P-/S-CSCF and the corresponding PDP-context in the GSN.

3. The ICID is assigned at the P-CSCF in time with receiving the ‘SIP-invite’ message, which means that the IMS-IRI can be correlated from the beginning of each session in the IMS-domain together with the IRI- and CC- messages from the PS-domain.

4. The final format of the ICID is not yet defined, but there should be no problem to include this parameter into our IRI-records. 

But,

· The ICID is only passed from the P-CSCF to the GGSN.

· At the moment the ICID is not passed to SGSN!

C. Recommendation 

Send a LS to SA2 and CN4 (see draft-LS on the following page).
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Description

SA2 and SA5 have defined in 3GPP TR 23.815 V1.1.0 (2002-01) – chapter 5.3, the use of a charging correlation parameter named ICID for IMS-charging. This ICID is only conveyed from the P-CSCF to the GGSN. 

SA3-LI would like to use this charging-Id for interception purposes to be carried out in the PS-domain. This may also work for any other applications (i.e. this is not strictly limited to IMS)

In order to fulfil the requirements for lawful interception in Rel.5, SA3-LI would like to request the support of conveying this ICID all the way to the SGSN via GGSN (R99 and R4 SGSN can be ignored).

Without such a reliable correlation parameter, interception would not be possible for IMS communication and consequentially the danger exists, that National Regulatory Authorities would not approve the operation of such kind of services. 

Actions

ACTION 1: 
SA3-LI would kindly ask SA2 to approve and implement this requirement in their specification.

ACTION 2: 
To inform CN4, SA5 and SA3-LI regarding the decisions on this issue.
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