Page 4
Draft prETS 300 ???: Month YYYY


3GPP TSG-SA WG3 LI Meeting #9 
Tdoc S3LI02_046

Amsterdam, Netherlands. 29 – 31 January 2002



























23 January 2002

Clarification to Timing in TS33.108

Spec:


33.108v0.3.1

Release:

Rel-5

Source: 

Telcordia Technologies

Document for:

Discussion. 

Summary

Clause 4.5, HI2: Interface port for intercept related information, of 3GPP TS 33.108 specifies “Sending of the intercept-related information (IRI) to the LEMF shall in general take place as soon as possible, after the relevant information is available.”  Clause 6.2.1 of 3GPP TS 33.108 V0.1.0 specifies, “As a general principle, within a telecommunication system, intercept related information (IRI), if buffered, should be buffered for as short a time as possible. NOTE:  If the transmission of intercept related information fails, it may be buffered or lost.”  

Law enforcement agencies need real-time, full-time monitoring capability for interceptions of packet-based communications. Real-time access to IRI refers to the ability to access and monitor communications that occur concurrently with the transmission to or from the interception subject’s equipment, facility, or service. Access to IRI information generated after service establishment should be provided concurrently with the transmission to or from the interception subject.  

Law enforcement agencies need a full-time monitoring capability for interceptions of packet-based communications. The term “full-time” refers to the ability to access and monitor all service activity associated with the interception subject on a 24 hour-per-day basis.

Accurate time-stamps and prompt delivery of intercepted packet-based communications to the monitoring facility are critical to the conduct of law enforcement investigations. The following capabilities address these aspects of LAES.

· Event Time-stamp: Law enforcement agencies need IRI to be time-stamped within a specific amount of time from when an event triggering the generation of the IRI occurs. Time-stamping shall be provided for encapsulated interception subject packets delivered to the LEA. 

· Event Timing: Law enforcement agencies need IRI sent to the LEMF within a defined amount of time after the occurrence of the corresponding event in the network.

A final point that needs to be addressed is the precision of the timestamp.   The reported timestamp has to be granular enough to meet the needs of systems deployed in the US.  Currently TS 33.108 only provides a granularity of reporting up to 1 second.  The US needs this granularity to be up to a millisecond.  

Proposal

1.  Add the following to Clause 6.2.1 of TS 33.108

Timing information allows law enforcement agencies to have the ability to associate IRI with the content of communication. Timing information includes two elements:

· Event Time-stamp Accuracy - Each IRI data record shall contain a time-stamp that is recorded within a specific amount of time from when the event triggering the IRI data record occurred (i.e., the time difference between the time the IRI triggering event occurred and the time recorded in the time-stamp). 

· Event Timing – IRI records shall be sent to the LEA within a defined amount of time after the information pertaining to the IRI triggering event is received by the IAP. 

For systems deployed in the U.S, the following timing requirements shall apply to the HI2 :

· Each IRI data record shall be sent by the delivery function to the LEMF within three and half (3.5) seconds of receipt by the IAP of the information pertaining the IRI triggering event at least 95% of the time.

· Each IRI data record shall contain a time-stamp that is within 200 milliseconds from when the IRI event triggering the IRI data record occurred. 

· Each IRI data record shall contain a time-stamp reported to a precision of 1/1000 of a second.

For systems deployed in the U.S, the following timing requirements shall apply to the HI3 :

· Time-stamps shall be provided for encapsulated interception subject packets delivered to the LEMF.

2.  Incorporate the ASN.1 change provided below to address the need to report time-stamps to a precision of 1/1000 of a second using the generalizedTime encoding for systems deployed in the U.S.  

Proposed ASN.1 Change:
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