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1.1 Changes to Clause 5.1.1 of TS 33.107 to address Packet Activity Events

The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:

-
target identities (MSISDN, IMSI, IMEI or SIP URL) (see note 4);

-
information whether the Content of Communication (CC) shall be provided (see note 1);

-
address of Delivery Function 2 (DF2) for the intercept related information (see note 2);

· address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);
· count threshold per intercept-subject (note 6)
· timer threshold for packet activity reporting per intercept-subject (note 6)
-
IA in case of location dependent interception.

NOTE 1:
As an option, the filtering whether intercept product and/or intercept related information has to be provided can be part of the delivery functions. (Note that intercept product options do not apply at the CSCF). If the option is used, the corresponding information can be omitted on the X1_1-interface, while "information not present" means "intercept product and related information has to be provided" for theICE. Furthermore the delivery function which is not requested has to be "pseudo-activated", in order to prevent error cases at invocation.

NOTE 2:
As an option, only a single DF2 is used by and known to every 3G ICE. In this case the address of DF2 can be omitted.

NOTE 3:
As an option, only a single DF3 is used by and known to every 3G ICE (except at the CSCFs). In this case the address of DF3 can be omitted.

NOTE 4:
Since the IMEI is not available, interception of IMEI is not applicable at the 3G Gateway.

NOTE 5:
Interception at the CSCFs is based only upon SIP URL. However, SIP URL as a target identity is not supported the other ICEs.

NOTE 6:  As an option this parameter could be provided a  value applicable to all intercept subjects and/or for all surveillances related to a given intercept subject.
If after activation subsequently Content of Communications (CC) or Intercept Related Information (IRI) has to be activated (or deactivated) an "activation change request" with the same identity of the target is to be sent.
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Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of a target can be activated on request from different LEAs and each LEA may request interception via a different identity. In this case, each target identity on which to intercept will need to be sent via separate activation messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.

When several LEAs request activation on the same identity then the ADMF determines that there are existing activations on the identity. In this case, the ADMF will not send an additional activation message to the 3G ICEs  except when the activation needs to change from IRI only to CC and IRI. In that case an activation change message will be sent to the 3G ICEs.

1.2 Changes to Clause 5.1.2 of TS 33.107 to address Packet Activity Events

For the activation of IRI the message sent from the ADMF to the DF contains:

-
the target identity;

-
the address for delivery of IRI (= LEMF address);

-
which subset of information shall be delivered;

-
a DF2 activation identity, which uniquely identifies the activation for DF2 and is used for further interrogation or deactivation, respectively;

· the IA in case of location dependent interception;
· count threshold per intercept-subject (see note)
· timer threshold for packet activity reporting per intercept-subject (see note)
-
the warrant reference number if required by national option.

If a target is intercepted for several LEAs and/or several identities simultaneously, a single activation of delivery is necessary for each combination of LEA and identity.

NOTE: As an option this parameter could be provide a common value for all intercept subjects and/or for all surveillances related to a given intercept subject.
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Figure 4: Information flow on X1_2-interface for Lawful Interception activation

1.3 Changes to Clause 7.3 of TS 33.107 to address Packet Activity Events

Change the first sentence as follows:

Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, Packet Activity, and SMS events.

1.4 Changes to Clause 7.3.2 of TS 33.107 to address Packet Activity Events

1. Change the first paragraph as follows:

There are seven eight different events in which the information is sent to the DF2 if this is required. Details are described in the following section. The events for interception are configurable (if they are sent to DF2) in the 3G GSN and can be suppressed in the DF2.

2. Change the third paragraph as follows:

The following events are applicable to the 3G GGSN:

· PDP context activation;

· PDP context deactivation;

· Start of interception with PDP context active;

· Packet Activity.

3. Add the following be added applicable to the 3G GSN: 

It is recommended that Packet Activity reporting be performed in the same network element where content of communication interception occurs.

1.5 Changes to Table 2 of TS 33.107

	Event Type

Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with PDP context active, PDP context deactivation, SMS, Cell and/or RA update, Packet Activity.

	Packet Count

Count of the number of packets detected over the packet activity reporting interval.

	Packet Activity Report Reason

The packet activity report reason indicates the reason for generation of the packet activity report

	Originating Address

Address of the source of the IP packet.

	Destination Address

Address of the destination of the IP packet.

	Transport Protocol Information

The transport protocol information includes the set of observed triplets (transport protocol [e.g., TCP], originating transport port number, and destination transport port number) over the packet activity reporting interval. 


1.6 Add Clause 7.4.9 to TS 33.107 to address Packet Activity Reporting

The Packet Activity report event is generated at the 3G GSN, when the GSN has detected packet activity for the intercept subject; this event provides a summary of the intercept subject packets detected over a given time interval.  The fields will be delivered to the DF2, if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	Access Point Name

	PDP Type

	Network Element Identifier

	Packet Count (if applicable)

	Packet Activity Report Generation Reason (if applicable)

	Originating Address (if applicable)

	Destination Address (if applicable)

	Transport Protocol Information (if applicable)

	IAs (if applicable)
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