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Annex C (normative):
UMTS HI3 Interface
There are two possible methods for delivery of content of communication to the LEMF standardized in this document: 

-
LI Correlation Header over UDP/TCP  

-
FTP 

C.1
LI Correlation Header

C.1.1
Introduction
The header and the payload of the communication between the intercepted subscriber and the other party (later called: Information Element) is duplicated. A new header (later called: LIC-Header, see figure C.1) is added (see figure C.3) before it is sent to LEMF.

Data packets with the LIC header shall be sent to the LEA  via UDP/IP or TCP/IP.

C.1.2
Definition of GLICv0 Header
GLIC header contains the following attributes:

· Correlation Number

· Message Type (a value of 255 is used for HI3-PDU’s).

· Direction

· Sequence Number

· Length

T-PDU contains the intercepted information.
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version (‘0 0 0’)
	‘1’
	Spare ‘1 1‘
	DIR
	‘0’

	2
	
	Message Type (value 255)

	3-4
	
	Length

	5-6
	
	Sequence Number

	7-8
	
	not used (value 0)

	9
	
	not used (value 255)

	10
	
	not used (value 255)

	11
	
	not used (value 255)

	12
	
	not used (value 255)

	13-20
	
	correlation number


Figure C.1: Outline of GLIC header

-
For interception tunneling  the GLIC header shall be used as follows:

-
Version shall be set to 0 to indicate the first version of  GLIC header.

-
DIR indicates the direction of the T-PDU: 


"1" indicating uplink (from observed mobile user) and 


"0" indicating downlink (to observed mobile user).

-
Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [12]).

-
Length shall be the length, in octets, of the signaling message excluding the GLIC header. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field.

-
Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 is the most significant bit and bit 1 of octet 6 is the least significant bit of the sequence number field.

-
Correlation Number consists of two parts:-
GGSN-ID identifies the GGSN which creates the Charging-ID 

Charging-ID is defined in [12] and assigned uniquely to each PDP context activation on that GGSN (4 octets).

The correlation number consist of 8 octets and guarantees a unique identification of the tunnel to the LEA over a long time. The requirements for this identification are similar to that defined for charging in [12], chapter 5.4. Therefore it is proposed to use the Charging-ID,  defined in [12] , chapter 5.4 as part of correlation number. The Charging-ID is signaled to the new SGSN in case of SGSN-change so the tunnel identifier could be used “seamlessly” for the HI3 interface.
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Figure C.2: Outline of correlation number

The GLIC header is followed by a subsequent payload information element. Only one information element is allowed in a single signaling message. 

	
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1 – 20
	GLIC -Header

	21 –n
	Information Element


Figure C.3: GLIC header followed by the subsequent payload Information Element

The Information Element contains the header and the payload of the communication between the intercepted subscriber and the other party.
C.1.3
Definition of LICv1 message
LIC message is encoded/decoded in a dynamic manner. Figure C.4 outlines the dynamic LIC header.
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version (‘0 0 1’)
	‘1’
	Spare ‘1 1‘
	DIR
	‘0’

	2
	
	Message Type (value 255)

	3-4
	
	Length

	5-6
	
	Sequence Number

	7
	
	Type of the first IE

	8
	
	Length of the first IE

	9 – k
	
	Value of the first IE

	…
	
	…

	m
	
	Type of the last IE (actual CC)

	m+1
	
	Length of the last IE (actual CC)

	(m+1) – n
	
	Value of the last IE (actual CC)


Figure 1: Possible outline of the dynamic LIC message and actual CC PDU

The following table lists possible IE type definitions.

Table 1. Possible IE type values in the dynamic LIC message
	IE name
	IE Type value
	Comments

	TimeStamp
	134
	Time Stamp.

	Sequence Number
	141
	CC sequence number.

	GPRSCorrelationNumber
	144
	LI Correlation Number identifier.

	communication-Identity-Number
	145
	CIN identifier.

	operator-Identifier
	146
	NOW/AP/SvP identifier.

	Network-Element-Identifier
	147
	NEID identifier.

	National-Parameters
	148
	National Parameters.

	LIID
	254
	LIID.


-
For interception tunneling  the LIC header shall be used as follows:

-
Version shall be set to 1 to indicate the first version of LIC message.

-
DIR indicates the direction of the T-PDU: 


"1" indicating uplink (from observed mobile user) and 


"0" indicating downlink (to observed mobile user).

-
Bit 8 of a field is the most significant bit and bit 1 is the least significant bit.

-
Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [12]).
-
Length shall be the length, in octets, of the following IE.
-
Sequence Number is an increasing sequence number for tunneled T-PDUs. 

-
GPRSCorrelationNumber parameter is defined in the Annex B.4
In the LIC message a subsequent payload information element makes the last IE.
C.1.4
Exceptional Procedure
With GLIC/LIC over UDP: the delivering node doesn’t take care about any problems at LEMF.

With GLIC/LIC over TCP: TCP tries to establish a connection to LEMF and resending (buffering in the sending node) of packets is also supported by TCP.

In both cases it might happen that call content gets lost (in case the LEMF or the transit network between MF and LEMF is down for a long time).

C.1.5
Other Considerations
The use of IPsec for this interface is recommended. Ipsec is native protocol for the IPv6 suite.
The required functions in LEMF are:

-
Collecting and storing of the incoming packets inline.

-
Correlating of CC to IRI with the use of the correlation number in the GLIC header, or LIC message.
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