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1. Overall Description:

SA3 thanks CT4 for the LS on ARPF in UDICOM.
CT4 asked if SA3 sees any security concern on the scenario, where subscription credentials of the UE, per operator deployment option, are held in the HSS (or in the 4G-UDR) and the UDM would request generation of 5G authentication vectors by the HSS, while the UDM would still be required to perform SUCI de-concealment. 
SA3 does not see any issue related to this UDICOM deployment option: in case HSS is holding subscription credentials and UDM would request generation of 5G authentication vectors by HSS, only the UDM/SIDF functionality in the home network of the subscriber would be used for de-concealing the SUCI to gain SUPI, before HSS/AuC can process the request of generation of authentication vectors. In this case, the UDM/ARPF plays only a role in securely storing the Home Network Private Key used by the SIDF.
SA3 would like to point out that SA3 is currently investigating the protection of authentication subscription data in the 5GC under the FS_5GC_SEC_ARPF WID, which may have impact on future releases. 
2. Actions:

To CT4 group.

ACTION: 
SA3 kindly asks CT4 group to take the above into account.
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