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1
Introduction

This document is for collecting companies' positions on the IAB open issues in Release 16. The goal is to establish few working assumptions that can help us narrow down the scope of the input contributions and the discussions during the upcoming SA3#99-e meeting. 
2
Process
Delegates are invited to indicate their respective companies’ positions until the following fixed deadline. Following the deadline, summary and if possible, proposals for tentative working assumptions is proposed. SA3 leadership will then take the final decision on the proposed working assumptions. Deadlines for IAB WID are as follows:  

Rapporteur opening latest by:







21st of April 

11:00 UTC
Closing of email discussion:
 






23th of April

11:00 UTC 

Rapporteur's summary latest by:






24th of April

11:00 UTC

Final decision by SA3 leadership latest by:



24th of April

15:00 UTC

3

Background
 3.1
Open issue #1: Dynamic PSK (KIAB) for IKEv2 PSK authentication 
This issue is about establishment of F1(wireless backhaul) security set-up procedure between the IAB-node (gNB-DU) to the IAB-donor-CU. Contributions, S3-200694, S3-200762 and S3-200763 proposed different IKEv2 authentication methods. 
No concern raised by the companies on using IPsec (ESP), IKEv2 using certificate based authentication method and IKEv2 using PSK (pre-configured) based authentication method. Therefore the following proposals are not challenged and these are not part of the e-mail discussion.


( IPsec is mandatory to implement on the gNB-DU and on the gNB-CU.

( IKEv2 certificates-based authentication shall be supported for protection of F1-C and F1-U interface.


( IKEv2 PSK authentication shall be supported for protection of F1-C and F1-U interface.

However, in addition to the above, there is proposal from S3-200694, to use dynamic PSK ((KIAB) derived using KgNB/KSgNB) for IKEv2 PSK authentication. 
Available solutions/proposals

Solution/Proposal #1: Support for Dynamic PSK (KIAB) computation for IKEv2 PSK authentication
Please refer S3-200694 for further details on computation and handling of the Dynamic PSK (KIAB). Supporting companies propose that, by using Dynamic PSK (KIAB), no extra key provisioning mechanism is needed and it supports a flexible plug and play of IAB-node and IAB-donor without a static/pre-configured pre-shared secret key and without certificates for IKEv2 authentication. Also from security perspective, Dynamic PSK (KIAB) is more robust than static/pre-configured PSK. As there are good number of supporting companies and at the same time there are objecting companies, therefore below is the question to get companies' positions on this open issue #1
	Question #1: Whether Dynamic computation of PSK (KIAB) to be supported to enable deployments without pre-configuration?


3.2
Open issue #2: F1-C interface protection using DTLS 
This issue is about establishment of F1 security set-up procedure between the IAB-node (gNB-DU) to the IAB-donor-CU, to protect the F1-C traffic. Contribution, S3-200762 proposed to re-use the security mechanism defined for F1 interface that connects the gNB-CU to the gNB-DU for IAB F1 interface also, therefore DTLS is also supported as in the F1 interface that connects the gNB-CU to the gNB-DU. 
As concerns were raised on S3-200762 for use of DTLS during the last SA3#98bis-e meeting, therefore to know the companies views on support for DTLS for IAB, this issues is also included in this e-mail discussion. 

Available solutions/proposals

Solution/Proposal #1: Support for DTLS to protect F1-C interface
Supporting companies propose that, security mechanism already defined for F1 interface (between the CU and DU) to be used for IAB, where IAB node taking the role of gNB-DU and IAB-donor-CU taking the role of gNB-CU.

	Question #2: To protect F1-C traffic, whether DTLS to be supported or not?


Status
Please note that the Open issues #1 and #2 and their solutions are independent. 
Please fill in your companies view: 
	Available solutions/proposals
	Open issue #1:  Dynamic PSK (KIAB) for IKEv2 PSK authentication 

	Solution/Proposal #1


	Company Name(s): 

	
	Answer to Question 1: 

	
	Remarks, if any: 


	Available solutions/proposals
	Open issue #2: F1-C interface protection using DTLS 

	Solution/Proposal #1


	Company Name(s): 

	
	Answer to Question 2: 

	
	Remarks, if any: 


Summary
Open issue #1: Dynamic PSK (KIAB) for IKEv2 PSK authentication
	Company
	Yes/No
	Remark 

	Samsung
	Yes
	

	Nokia
	Yes
	Nokia supports dynamic PSK authentication between the IAB node and IAB Donor, in addition to pre-configured PSK. This will be helpful in deployments were the IAB and the Donor nodes are not pre-configured with each other’s PSK.

	Mavenir
	Yes
	If PSK is supported, then adding a dynamic mechanism for the derivation of the PSK makes the feature useful and deployable. In other words, without a dynamic mechanism for the PSK derivation, it will be impossible for having a secure mechanism using a static PSK and SA3 should avoid any solution that may cause vulnerability in the 5GS.

	ZTE
	Yes
	ZTE supports dynamic PSK authentication between the IAB node and IAB Donor.

	T-Mobile USA
	Yes
	

	CableLabs
	Yes
	Dynamic PSK automates and simplifies the PSK provisioning in IPsec. Dynamic PSK and static PSK are not mutually exclusive, and can co-exist.

	Qualcomm Incorporated
	No
	Dynamic PSK is not needed for the present release of specification considering the fact that there is already an agreement to support two authentication mechanisms and IAB nodes are stationary. Furthermore, the current dynamic PSK solution is incomplete, and F1 security based on access stratum security could have security risks/disadvantage compared with Certificate based and manual PSK solutions.

	Intel
	No
	

	Lenovo, Motorola Mobility
	Yes
	Prefer Dynamic PSK (KIAB) support between IAB-node and IAB-donor as the use case (flexible plug and play) is very evident.

	Thales
	Yes
	Dynamic computation of PSK is necessary in some deployment scenarios, e.g. where pre-configuration would be difficult or where PSK needs to be refreshed.

	Ericsson
	No
	Not needed as IAB nodes are stationary in Rel-16.

	Huawei
	Neutral
	We prefer the dynamic psk as an optional feature. An alternative way is added in informative part in R16. Another way forward is to endorse to standardise this feature in R17 and record it in meeting minutes.  


Summary: 12 companies provided inputs.
Whether Dynamic computation of PSK (KIAB) to be supported to enable deployments without pre-configuration?: 

Yes: 8
No: 3
Neutral: 1
Rapporteur would suggest to make the following working assumption:

( Dynamic computation of PSK (KIAB) shall be supported for IKEv2 PSK based authentication method in Rel-16
Open issue #2: F1-C interface protection using DTLS

	Company
	Yes/No
	Remark 

	Samsung
	No
	

	Nokia
	No
	Currently both IPsec and DTLS are specified to protect F1-C. DTLS was specified in addition to IPsec, to cover deployments where IPsec is terminated in SEGW, but F1-C is terminated deep in the Cloud. But in implementations where the CU itself can support termination of IPsec, there is no reason to have additional DTLS. To have DTLS or IPsec, should be deployment choice by the operator.

	Mavenir
	No
	There is no need for supporting an extra security protocol when IPsec is mandated.

	ZTE
	No
	To have DTLS or IPsec, should be deployment choice by the operator. There is no need for supporting an extra security protocol when IPsec is mandated.

	CableLabs
	Yes
	For consistency purpose since DTLS is currently supported for F1-C interface.

	Qualcomm Incorporated
	Yes
	Support of DTLS for F1-C is already specified in TS 33.501 and concluded during the IAB study (TR 33.824). This is not a new requirement for IAB, instead it’s an existing feature of F1-C interface that shall be supported by CU and DU.

	Intel
	Yes
	

	Ericsson
	Yes
	It was concluded in the IAB study in TR 33.824 that solution #4.1 is used as the basis for normative work. Support of DTLS for F1-C is already specified in TS 33.501 and solution #4.1 in TR 33.824 includes DTLS already.  

	Huawei
	Yes
	


Summary: 9 companies provided inputs

To protect F1-C traffic, whether DTLS to be supported or not?: 

Yes: 5

No: 4
Rapporteur would suggest to make the following working assumption:


( DTLS is optional to support to protect F1-C traffic in Rel-16

Conclusion

Based on the inputs from the companies, following two working assumptions are suggested:
1. Dynamic computation of PSK (KIAB) shall be supported for IKEv2 PSK based authentication method in Rel-16

2. DTLS is optional to support to protect F1-C traffic in Rel-16

