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1
Decision/action requested

Approve this content for inclusion into TR 33.935.
2
References

 [1]
3GPP TS 33.935 

3
Rationale

Adds agreed content.
4
Detailed proposal

**************************    start change 1   ***********************************

4.2.2
Architecture overview


The Architecture consists of a HSS / UDM, and OTA server and the USIM/UICC.


The HSS to OTA interface is proprietry.

The OTA server interface to the USIM/UICC is as specified in 3GPP TS 31.115[x] and 3GPP TS 31.116 [y]
**************************    end change 1   ***********************************

**************************    start change 2   ***********************************
4.2.4
Example implementation

4.2.4.1
OTA Transport

The LTKUP messages are securely transported to and from the USIM using APDUs within SIM OTA messages (see TS 31.115 [x]).  

The APDUs are FFS.

4.2.4.2
LTKUP Message Flow

The LTKUP service is delivered using a Diffie-Hellman key agreement process as follows:
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Figure 4.2.4.2-1 - LTKUP key agreement process diagram
Initiate LTKUP

parameters:
        curve/ECIES profile id:

               Length:1

               Values:0-5 + proprietary/reserved

       algorithm type:

               Length:1

               Values: MILENAGE, TUAK, other

       desired key length: 

               Length:1

               Values:16, 32

      key id: 

               Length:1

               Values:0-127

     LSoH public exponent:

               Length:32, 48 (or 64)

               Values: Random

     known secrets to include:

               Length:4

               Values: Identifiers for K, OPc/TOPc, "initiate LTKUP message", others

    proprietary flags:

               Length:Any

               Values: Any

LTKUP USIM Parameter Exchange

parameters:
USIM public exponent

               Length:32, 48 (or 64)

               Values:Random

Confirm shared secret

               Length: 8

               Values: Random

LTKUP HLR Parameter Exchange

parameters:
Encrypted Associated Params

               Length:16 for OPc, 32 for TOPc, Any for Other

               Values:Random

MAC-tag for Encrypted Associated Params

               Length: 8

               Values: Random

LTKUP Complete Confirmation

parameters:
Confirm Associated Params

               Length: 8

               Values:Random

The "confirm" messages from the USIM are best done by MACing all the parameters to be confirmed, using an integrity key derived from the shared secret. TBC: whether it is acceptable to use the same integrity key that was already derived for use in the "HLR Parameter Exchange" message (with some additional flags like a message id included as part of the data to be MACed), or whether it is better to derive an additional key just for the USIM confirmation

**************************    end change 2   ***********************************
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