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1	Decision/action requested
This contribution proposes evaluation for Solution #4 (Enriched Measurement Reports)
2	References
[1]	TR 33.809 
3	Rationale
Considering that typical false base stations are mobile and portable, the network based false base detection may be limited to post-mortem diagnostics. In particular, the false base station attacks, whichever form they take, may be discontinued in the concerned area at the time of detection because precise detection may require the network to collect as much information from different UEs as possible. 
It should also be noted that sophisticated MitM attacks (e.g., LTEInspector, aLTEr) do not attempt to change the content of MIB, SIBs to not be detected/identified. Instead, they use the valid MIB/SIBs of the legitimate base station to attract and attack victim UEs by exploiting unprotected messages. Hashes of MIB/SIBs does not help in detecting these sophisticated MitM attacks.
It is also possible that a malicious UE may report faked measurements, which may lead to network falsely classifying a legitimate base station as false. Such a classification by the network may lead to lower level of service to the UE as the network may decide not to handover the UE to a legitimate base station.
Some of the information collected (e.g., signal_info) from the UE may compromise the privacy of the UE (including location privacy). To avoid such privacy issues a framework for obtaining user consent is required before collecting such information.
The main purpose of this solution (c.f., last paragraph of clause 6.4.2) is to avoid handover attempt by the serving cell for a UE in RRC_CONNECTED state to a false base station. However, even without such detection, the handover will fail (as the UE will not be able to successfully establish AS security).   
As RAN2 indicate in the reply LS (R2-1914424), UE only reads MIB and SIB1 when it is configured for ANR purpose – which is not normally configured due to service disruption and should not be done frequently. This further limits the effectiveness of the enriched measurement report. 
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].

***** START OF CHANGES *****
[bookmark: _Toc3801080][bookmark: _Toc3801180][bookmark: _Toc3801281][bookmark: _Toc8390211][bookmark: _Toc8587950][bookmark: _Toc12624264][bookmark: _Toc12624413][bookmark: _Toc18164280]6.4.3	Evaluation
Editor's Note:	Impacts on UE power consumption is FFS.
Enriched measurement reports certainly help in enhancing the detection of false base stations. 
NOTE:	It is not in the merit of SA3 alone to define new information to be included in measurement reports. SA3 could give directions to RAN groups about information helpful for false base station detection. Then, RAN groups would design solutions. Hence, RAN groups must be liaised.

Considering that typical false base stations are mobile and portable, the network based false base detection may be limited to post-mortem diagnostics. In particular, the false base station attacks, whichever form they take, may be discontinued in the concerned area at the time of detection because precise detection may require the network to collect as much information from different UEs as possible. 
It should also be noted that sophisticated MitM attacks (e.g., LTEInspector, aLTEr) do not attempt to change the content of MIB, SIBs to not be detected/identified. Instead, they use the valid MIB/SIBs of the legitimate base station to attract and attack victim UEs by exploiting unprotected messages. Hashes of MIB/SIBs does not help in detecting these sophisticated MitM attacks.
It is also possible that a malicious UE may report faked measurements, which may lead to network falsely classifying a legitimate base station as false. Such a classification by the network may lead to lower level of service to the UE as the network may decide not to handover the UE to a legitimate base station.
Some of the information collected (e.g., signal_info) from the UE may compromise the privacy of the UE (including location privacy). To avoid such privacy issues a framework for obtaining user consent is required before collecting such information.
The main purpose of this solution is to avoid handover attempt by the serving cell for a UE in RRC_CONNECTED state to a false base station. However, even without such detection, the handover will fail (as the UE will not be able to successfully establish AS security).   
The UE only reads MIB and SIB1 when it is configured for ANR purpose – which is not normally configured due to service disruption and should not be done frequently. This further limits the effectiveness of the enriched measurement report.
Editor’s Note: further evaluation (e.g., regarding the questions from the RAN2 WG) is FFS. 
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