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1
Decision/action requested

This contribution proposes to resolve the editor’s note on protected messages
2
References

[1]
TS 33.536 v1.1.0
3
Rationale

CT1 have agreed a CR to add the list of messages that can be processed without integrity protection to TS 24.587. It is proposed that TS 33.256 refer to that clause to resolve the editor’s note of message protection. It is also clarified that the security discussed is for a particular connection. 
4
Detailed proposal

It is proposed that SA3 approve the following pCR for inclusion in the TS [1].
**** START OF CHANGES ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".

[3]
3GPP TS 22.185: "Service requirements for V2X services; Stage 1".

[4]
3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".

[5]
3GPP TS 33.185: "Security aspect for LTE support of Vehicle-to-Everything (V2X) services".
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3GPP TS 24.587: "Vehicle-to-Everything (V2X) services in 5G System (5GS); Stage 3".
**** NEXT CHANGE ****
5.3.3.1.5.1 
General  

Protection for the signalling and user plane data between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established for a connection may be sent with no protection. The PC5-S signalling messages that can be sent and processed unprotected are given in TS 24.587 [xx]. Once security is established for a connection all signalling messages for that connection are sent integrity protected and confidentiality protected with the chosen algorithms except the Direct Security Mode Command which is sent integrity protected only. 

**** END OF CHANGES ****

