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	Reason for change:
	It is required in TS 33.501 that a couple of attributes shall be confidentiality protected when being sent over the N32 interface, irrespective of the Data-type Encryption Policy. These attributes include authentication vectors, cryptographic material, location data, and SUPI.
It could be possible that the Data-type Encryption Policies exchanged between two roaming partners do not include one or more of the above attributes (e.g. location data of UE) either by operator’s misconfiguration or by operator’s ignorance of subscriber’s privacy. 
If the SEPP sticks to its Data-type Encryption Policy for sending and does not encrypt the attributes requrring confidentiality, there is the threat that these sensitive attritutes in original N32-f messages may be exposed to IPX providers in the path or any other parties eavesdropping on the connection between roaming partners.
It is therefore proposed to expand the threat analysis on exposure of confidential IEs in N32-f message to cover the mentioned threat.

	
	

	Summary of change:
	Update the threat analysis on “	Exposure of confidential IEs in N32-f message” in G.2.4.2.


	
	

	Consequences if not approved:
	The threat of the incorrect handling on the SEPP cannot be well identified and the test on it cannot find its threat reference.
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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the Change ****************
[bookmark: _Toc19783284][bookmark: _Toc26887068][bookmark: _Toc35533706]G.2.4.2		Exposure of confidential IEs in N32-f message
-	Threat name: Exposure of confidential IEs in N32-f message.
-	Threat Category: Information Disclosure.
-	Threat Description: the following behaviours may lead to exposure of confidential IEs in N32-message, which can result in information disclosure:
[bookmark: _Hlk39077368]-	▪	if the SEPP does not correctly replace the cleartext representations of information elements requiring encryption with the value "NULL" and creates JSON patches in the dataToIntegrityProtectAndCipher object containing the encrypted values respectively, there is the threat that the sensitive information in original N32-f messages may be exposed to IPX providers in the path or any other parties eavesdropping on the connection between roaming partners.
-	There could be the case that the Data-type Encryption Policy configured on the SEPP for sending excludes one or more of the attributes that require confidentiality protection as defined in in TS 33.501 [3] clause 5.9.3.3, either by operator’s misconfiguration or by operator’s ignorance of subscriber’s privacy. If the SEPP sticks to such Data-type Encryption Policy and does not handle the attributes requiring encryption correctly by concealing their cleartext representations in the information elements and creating JSON patches in the dataToIntegrityProtectAndCipher object containing the attribute values, there is the threat that these sensitive attritutes in original N32-f messages may be exposed to IPX providers in the path or any other parties eavesdropping on the connection between roaming partners.
-	▪	if the SEPP does not correctly apply the basic validation rule and verify that an intermediate IPX has not inserted an IE requiring encryption at a different location in a JSON object, there is the threat that a misbehaving or compromised intermediate IPX can copy the encrypted IE into a cleartext IE in a request. Then the receiving SEPP decrypts the encrypted IE and puts its value into the cleartext IE field, resulting in the confidential IEs in N32-f message being exposed in the clear.
-	Threatened Asset: SEPP Application, Service Messages to be sent/received over N32.
*************** End of the Change ****************

