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*************** START OF CHANGE
[bookmark: _Toc26370337]6.X	Solution #x: (D)DoS attack mitigation in PNiNPNs
[bookmark: _Toc26370338]6.X.1	Introduction
This solution addresses key issue #6.1 (D) DoS attack in PNiNPNs.
As described in the security threat of the key issue #6.1, large number of malicious UEs perform Registration procedures to access the network via CAG cells, then there is an overhead (signalling and also computational) on the network and especially in the UDM, AMF and gNB. The main attack procedures are listed as follows:
1. A UE which is not allowed to access the CAG cell sends a Registration Request with a valid SUCI to AMF.
2. The AMF has no choice but to send an authentication request to AUSF/UDM.
3. As long as the request contains a valid SUCI, i.e., a valid SUPI can be de-concealed from the SUCI, the UDM will initiate a primary authentication.
4. The AMF shall verify whether UE access is allowed by Mobility Restrictions according to the subscription data received from UDM. After a verification failure, the AMF rejects the UE. However, the UDM has no knowledge of the rejection.
5. The UE sends another Registration Request with another valid SUCI to the AMF. The AMF and UDM will perform the above procedures over and over again.
This solution proposes to inform UDM of the rejection information so that the UDM can take further actions to terminate the above vicious cycle in step 3. 
[bookmark: _Toc26370339]6.X.2	Solution details
This solution requires AMF send the rejection information to UDM and the UDM take further actions to mitigate the attack. The steps below detail on how this mitigation can be done:
1. A UE which is not allowed to access the CAG cell sends a Registration Request with a valid SUCI to AMF via RAN.
1. The RAN sends its supported CAG list to the AMF.
1.  The AMF, which is made aware that UE is accessing a CAG cell based on the received spported CAG list from the RAN, sends an authentication request with an additional CAG access indication to AUSF/UDM. 
1. The UDM and the UE complete the primary authentication.
1. [bookmark: OLE_LINK4][bookmark: OLE_LINK5]The AMF shall verify whether UE access is allowed by Mobility Restrictions according to the subscription data received from UDM. After a verification failure, the AMF rejects the UE and sends a rejection message with an appropriate cause to the UDM. The rejection cause indicates that the UE is rejected because of CAG not allowed. 
1. The UDM receives rejection message from AMF and keeps tracks of the number of rejections along with UE’s SUPI. 
The UE repeats step 1 a number of times to attack the network. The network repeats step 2~6. The UDM monitors the rejection, and based on the repeated rejection notifications from the AMF, can mark the UE as malicious. When a new authentication request with an additional CAG access indication for the UE arrives, the UDM can reject the UE immediately after the SUCI de-concealment and skip the primary authentication procedure.
NOTE 1: It is up to the operator’s policy to set the number of rejections UDM can tolerate before marking UE as malicious.
NOTE 2: It is up to the operator’s policy to define when to unmark a UE.
With this approach, the UDM can terminate the DoS cycle and obviate the overhead on UDM of AV generation and primary authentication, for the UEs without access authorization to CAG cells.
[bookmark: _Toc26370340]6.X.3	Evaluation
The proposed solution meets the requirement of key issue #6.1.
UE Impact: none
RAN Impact: none
AMF and UDM Impact: 
The impact of the solution is to require the AMF to send a CAG access indication and a rejection message to UDM and the UDM mark the UE as malicous based on the rejection information.
Thus, minimal impact to Rel-15 solution.
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