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Introduction

Misalignments exist between TS 33.501 and TS 29.573 on the handling of HTTP connections for N32-c and on N32-f contexts termination.


Discussion

[bookmark: _Toc19634845][bookmark: _Toc26875911]TS 33.501 specifies that two long-lived (i.e. permanent) TLS connections (one per direction) shall be established for N32-c (both when PRINS or TLS are used to protect N32-f):  

[bookmark: _Toc19634551][bookmark: _Toc26875607]3.1	Definitions

N32-c connection: A TLS based connection between a SEPP in one PLMN and a SEPP in another PLMN. 

NOTE 6d:	This is a long-lived connection that’s used between the SEPPs for cipher suite and protection policy exchange, and error notifications. 
[bookmark: _Toc19634846][bookmark: _Toc26875912]13.2.2.1	General
When the negotiated security mechanism to use over N32, according to the procedure in clause 13.5, is PRINS (described in clause 13.2), the SEPPs use the established TLS connection (henceforth referred to as N32-c connection) to negotiate the N32-f specific associated security configuration parameters required to enforce application layer security on HTTP messages exchanged between the SEPPs. A second N32-c connection is established by the receiving SEPP to enable it to not only receive but also send HTTP Requests.

[bookmark: _Toc19634847][bookmark: _Toc26875913]13.2.2.2	Procedure for Key agreement and Parameter exchange

6.	The two SEPPs start exchanging NF to NF service related signalling over N32-f and shall keep the TLS session open for:
-	any further N32-c communication that may occur over time while application layer security is applied to N32-f, or
-	any further N32-c and N32-f communication, if TLS is used to protect N32-f.
[bookmark: _Toc19634872][bookmark: _Toc26875938]13.2.4.4.1	N32-f key hierarchy
The N32-f key hierarchy is based on the N32-f master key generated during the N32-c initial handshake by TLS key export. The N32-f key hierarchy consists of two pairs of session keys and two pairs of  IV salts, which are used in two different HTTP/2 sessions. In one Session the N32-c initiatior acts as the HTTP client and in the second the N32-c responder acts as the client. 
If the exported master secret is reused to set up multiple HTTP sessions or to set up new HTTP sessions on stream ID exhaustion, a new, unique, N32-f Context ID shall be generated to avoid key and IV re-use.

It is not crystal clear whether the last quoted paragraph refers to setting up multiple HTTP sessions for N32-c or N32-f. 

TS 33.501 does not provide more details on: 

a) what happens to the N32-f context and to the HTTP connections for N32-f when an HTTP / TLS connection for N32-c is lost or released;  

b) whether it is permitted to establish multiple HTTP connections (in the same direction) for N32-c between two SEPPs, and if so, how the N32-f context ID is handled; 

c) whether all the N32-c procedures (Security Capability Negotiation procedure and N32-c Parameter Exchange Procedure for Cipher Suite Negotiation, Protection Policy Exchange and Security Information List Exchange) need to be run again when establishing a new HTTP / TLS connection for N32-c, e.g. when nearing exhaustion of the available stream ids of the existing HTTP connection for N32-c, given that a new N32-f context id is requested to be generated. 

It seems intended that N32-f exchanges are stopped / N32-f connections are released if there is no established HTTP /TLS connection for N32-c. TS 33.501 does not describe any N32-f context termination procedure. 

TS 29.573 specifies that the HTTP/2 connections for N32-c can be short-lived and that a new HTTP/2 connection can be established when a new N32-c procedure needs to be initiated and no HTTP/2 connection exists towards the peer SEPP. TS 29.573 also defines a N32-f Context Termination procedure to tear down an existing N32-f context:  

[bookmark: _Toc24986299][bookmark: _Toc27593221]4.3.2.4	HTTP/2 connection management
The scope of the HTTP/2 connection used for the N32-c interface is short-lived. Once the initial handshake is completed the connection is torn down as specified in 3GPP TS 33.501 [6].
If the selected security capability is PRINS, then the two SEPPs may decide to create (if not available) / maintain HTTP/2 connection(s) where each SEPP acts as a client towards the other (which acts as a server). This may be used for later signalling of N32-f error reporting procedure (see clause 5.2.5) and N32-f context termination procedure (see clause 5.2.4).

[bookmark: _Toc20152329]5.2.3.3          Parameter Exchange Procedure for Protection Policy Exchange
The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange Procedure for Cipher Suite Negotiation (see clause 5.2.3.2). If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If the parameter exchange procedure for the protection policy exchange is not performed then the protection policies between the SEPP shall be exchanged out of bands.
The HTTP/2 connection used for the N32 handshake procedures may be terminated after the completion of this procedure.

5.2.4     N32-f Context Termination Procedure
After the completion of the security capability negotiation procedure and/or the parameter exchange procedures, an N32-f context is established between the two SEPPs. The "n32fContextId" of each SEPP is provided to the other SEPP. This context identifier shall be stored in each SEPP until the context is explicitly terminated by the N32-f context termination procedure. The SEPP that is initiating the N32-f context termination procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/v1/n32f-terminate. If a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.4-1.
[bookmark: _Toc20152332]
5.2.5     N32-f Error Reporting Procedure
When a SEPP is not able to process a message it received over the N32-f interface due to errors, the error information is conveyed to the sending SEPP by using the N32-f error reporting procedure over the N32-c interface. The SEPP that is initiating the N32-f error reporting procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/v1/n32f-error. If a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.5-1.


Note that when re-establishing an HTTP/2 connection for N32-c to initiate a N32-c Parameter Exchange Procedure or a N32-f Context Termination procedure, stage 3 assumes that the same N32-f context ID is used in the N32-c procedures. 

[bookmark: _GoBack]N32-c connection after establishing the N32-f context will not have frequent signalling. So it was decided to keep it short lived. Keeping it long lived would mean across many PLMNs we would unnecessarily keep large number of TCP connections and TLS sessions idle resources. It should not be required to maintain an HTTP/2 connection for N32-c when no signalling exchanges are expected to take place for a long time. N32-f on the other hand will be always busy and hence it is long lived.

Besides, it should be possible to establish multiple HTTP/2 connections (at least two) towards a peer SEPP (e.g. to establish a new HTTP/2 connection when nearing exhaustion of the available stream id of the existing HTTP/2 connection, or to allow transporting messages through diverse IP paths and improve resiliency).

Furthermore, establishing a new HTTP/2 connection for N32-c should not result in having to re-negotiate the security policies and to exchange again all the security policies, protection policies and Security Information List between the SEPPs. 


Conclusion

For backward compatibility and for the aforementioned reasons, it is proposed to stick to the protocol design specified in TS 29.573 and to send an LS asking SA3 to consider aligning TS 33.501 on TS 29.573 regarding the handling of N32-c connections and N32-f context terminations, unless they identify security problems with the stage 3 solution. 
