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1
Decision/action requested

It is proposed to approve the procedure to store AKMA key material in AANF in the draft of TS 33.535 [1].
2
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3
Rationale

The discussion paper S3-201048 [3] analyses the options for an open issue whether the AUSF sends the A-KID and potentially AKMA key material to the UDM or the AAnF.  

This contribution proposes a detailed procedure in which the AUSF sends AKMA key material to the AAnF. 
4
Detailed proposal

*** 1st CHANGE***
4.2.1
AAnF
AAnF enables the AKMA anchor key (KAKMA) derivation for AKMA service. Before invoking AKMA service, UE shall have successfully registered to the 5G core, which results in KAUSF being stored at the AUSF and the UE after a successful 5G primary authentication. 

*** 2nd CHANGE***
6.1
Deriving AKMA key during UE registration

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.
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Figure 6.1-1 Deriving AKMA root key during UE registration

The AUSF shall generate the AKMA Anchor Key (KAKMA) and the A-KID from KAUSF as part of the UE Registration procedure. 
After AKMA key material is generated, the AUSF shall select an AANF according to clause 6.X
  and send the generated A-KID, and KAKMA to the AAnF together with the UE SUPI using the Naanf_AKMA_KeyRegistration Request 
service operation. The AAnF shall store the latest information sent by the AUSF.
NOTE X: The AUSF need not store any AKMA key material after delivery to the AAnF.
The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. 

A-KID identifies the KAKMA key of the UE from which other AKMA keys are derived.
A-KID shall be NAI format as specified in clause 2.2 of IETF RFC 7542, i.e. username@realm. The username part includes the Routing Identifier and the A-TID (AKMA Temporary UE Identifier), and the realm part shall include Home Network Identifier.

Editor’s Note: the value of A-TID is FFS.

The key derivation of KAKMA shall be performed using the key derivation function (KDF) specified in TS 33.220 [4]. KAKMA is computed (as per Annex A.2) as KAKMA=KDF (KAUSF, "AKMA", SUPI), where the key derivation parameters consist of a static string "AKMA", and SUPI.

Editor’s Note: Format and derivation of A-KID and its association with UE identifier is FFS.


Since AKMA keys are based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. 
*** 3rd CHANGE***
6.2
Deriving AKMA Application key for a specific AF
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Figure 6.2-1 AF Key generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF. 

Editor’s Note: It is FFS whether the capability to negotiate the use of AKMA between the UE application and the AKMA AF also needs to be supported.  
1.
When the UE initiates communication with the AKMA AF, it shall include the derived A-KID in the Application Session Establishment request message (cf. clause 6.1). 

2.
If the AF does not have an active context associated with the A-KID, then the AF sends a Naanf_AKMA_AFKey
 request to AAnF with the A-KID to request application function-specific AKMA keys for the UE.  The AF also includes its identity (AF Id) in the request. The AAnF shall check whether the AAnF can provide the service to the AF by checking the AF Id. If succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.

Editor’s Note: It is FFS how the AAnF knows whether it can provide the service to a specific AF
If the AAnF is in possession of the AF specific key (KAF), it responds to the AF with the KAF key. If not, the AAnF shall check if it has the UE specific KAKMA key identified by the A-KID. 
If KAKMA is available in AAnF, the AAnF shall continue with step3. 
If KAKMA is not available, the AAnF shall continue with step 4 and send an error response.



3.
The AAnF derives the AF specific key (KAF) from KAKMA. 

4.
The AAnF sends Naanf_AKMA_AFKey response to the AF with KAF and lifetime.

5.
The AF response the Application Session Establishment request to the UE.

Editor’s Note: Derivation of the AF specific KAF is FFS.
*** 4th CHANGE***
6.x          AAnF Discovery and Selection

The NF consumer or the SCP performs AAnF discovery to discover an AAnF instance.

In the case of NF consumer-based discovery and selection, the following applies:

- Internal AFs and the NEF performs AAnF selection to allocate an AAnF Instance that handles the AKMA request. The AF/NEF shall utilize the NRF to discover the AAnF instance(s) unless AAnF information is available by other means, e.g. locally configured on the AF/NEF.
- The AUSF performs AAnF selection to allocate an AAnF Instance to send the AKMA key material related to the UE. The AUSF shall utilize the NRF to discover the AAnF instance(s) unless AAnF information is available by other means, e.g. locally configured on the AUSF.  
The AAnF selection functionality in NF consumer or in SCP should consider the UE's Routing Indicator.
NOTE 1:  The UE provides the Routing Indicator to the AMF as part of the SUCI as defined in TS 23.003 [XX] during initial registration. The AF/NEF obtains the Routing Indicator as part of the A-KID in AKMA request. The AMF provides the UE's Routing Indicator to AUSF as part of the primary authentication procedure as described in TS 33.501 [2].
Editor’s Note: How the AUSF gets the UE’s Routing Indicator during primary authentication that makes use of SUPI instead of SUCI is FFS. 

When the UE's Routing Indicator is set to its default value as defined in TS 23.003 [XX], the AAnF NF consumer can select any AAnF instance within the home network of the SUCI/SUPI.

In the case of delegated discovery and selection in SCP, NF consumer shall forward the request towards SCP.
*** 5th CHANGE
***
7.1.X
Naanf_AKMA_KeyRegistration Service
Service operation name: Naanf_AKMA_KeyRegistration.

Description:  The NF consumer requests the AAnF to store the related AKMA key material.

Input, Required: SUPI, A-KID, KAKMA 

Input, Optional: None. 

Output, Required: None
.
Output, Optional: None.
*** 6th CHANGE***

7.1.1
General

The AAnF provides AF key derivation service to the requester NF by Naanf_Key_Create. The AAnF provides AKMA key and A-KID derivation service to the requester NF by Naanf_AKMAKey_Push.
*** 7th CHANGE***

7.1.2
Naanf_AKMA_AFKey Service
Service operation name: Naanf_AKMA_AFKey.

Description:  The NF consumer requests the AAnF to provide AF related key material.

Input, Required: A-KID, AF ID 

Input, Optional: None. 

Output, Required: AF key, lifetime.
Output, Optional: None.
*** 8th CHANGE***

Void









*** END OF CHANGES***
�Most probably more changes are required to get the SBA interfaces with correct names and to get all the SBA interfaces. 


�How the AUSF and the NEF/AF select the AAnF based on RID has to be specified. As a result in order to get as complete specification as possible I added the following new change in this pCR as a change below.:


-New clause about AAnF selection from different NFs involved in the AKMA procedure. 


. 





� A new change (from S3-200966) was introduced to specify this SBA interface. The SBA interface used this service name instead the one proposed by S3-200966 to avoid confusion with  AKMA Push.  


�From S3-200966


��A new change was introduced to specify this SBA interface. The change in S3-200966 was used to change the name as well to make it consistent with clause 6.3. 


�This is a tricky part that we need to solve somehow. It is written here as an Editor's Note but we have to find some way to resolve this as TSs sent for approval cannot have ENs. In my understanding if the AMF has the UE SUPI from a previous authentication it uses the SUPI in the Nausf_UEAuthentication service and therefore the AUSF does not know which RID the UE is configured with. This is not a problem with the AMF providing the SUCI to the AUSF. The SUCI contains the RID. Ericsson had a CR in Kochi (S3-190083) that proposed to solve this issue to make it uniform with the SUCI case but that CR was not pursued. We could revisit this CR if the group agrees. 





�From S3-200966 which the service name taken from S3-201050. This service name was chosen as opposed to the one used in S3-200966 (Naanf_AKMAKey_Push) in order not to confuse the service with AKMA Push. 


�Success or failure?


�From S3-200966


�From S3-200966 with a change of service name to be the same as clause 6.3


�From S3-200966
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