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Decision/action requested

This contribution proposes to document the newly introduced privacy threat that allows the adversary to link two subsequent connections due to either the same KNRP ID or the same partial KNRP ID value being sent in the Direct Communication Request message for subsequent connections.
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2
Rationale

The header of S3-200756 [1] presented at SA3#98BIS-e introduced a new threat related to KNRP ID privacy. This newly introduced threat allows the adversary to link two subsequent connections due to either the same KNRP ID or the same partial KNRP ID value being sent in the Direct Communication Request message for subsequent connections.

At the subsequent conference call, some companies approved the follow-up on the threat and its documentation in TS 33.536 [2].
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Detailed proposal

It is proposed that SA3 approve the following pCR for inclusion in TS 33.536 [2].

**** START OF CHANGES ****
5.3.3.2.1
General

The link identifier update procedure given in TS 23.287 [2] is used to provide privacy for the identities in the unicast link. These messages in this procedure are always sent protected and hence the new identities agreed by the UEs are only known to the involved UEs. A three-way message exchange procedure is required with this procedure since both UEs need to change their identifiers during the same procedure and to allow these new values to be acknowledged before them being used. This procedure is used to preserve the privacy for the identities that are seen in the clear for an ongoing unicast connection.

A separate privacy threat that allows to link two subsequent connections is caused by either the same KNRP ID or same partial KNRP ID value being sent in the Direct Communication Request message for subsequent connections. 
**** END OF CHANGES ****

