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1. Overall Description

1.1 Introduction
3GPP SA3 thanks ITU-T SG17 for their LS on post-quantum cryptography in 5G. On the questions provided by Study Group 17, SA3 would like to answer the following:

1.2 Question from ITU-T SG17
SG17 would appreciate if 3GPP SA3 could review the attached draft Recommendation and provide any comments.
1.3 SA3 Response
As indicated in our previous Liaison Statement (S3-183654), SA3 has drawn the conclusion that it would be premature to investigate the addition of new asymmetric quantum-safe algorithms to the 5G system at this stage, as currently no such algorithms are universally recommended.  The view of SA3 is that it is prudent to wait until NIST have completed their post-quantum cryptography project before investigating the application of quantum safe algorithms to the 5G system.  As your draft says, it is anticipated that NIST draft standards will be available in 2022 to 2024.

A correction: your draft says “The 3rd Generation Partnership Project (3GPP) has just initiated a study item to research how to apply 256 bit key length symmetric algorithms to 5G systems” whereas in fact TR 33.841 was finished in December 2018, and appears to overlap with the scope of X.5Gsec-q in a number of areas.  In particular, Section 8 of your draft (Security assessment of 5G systems under quantum computing) is covered in some detail in Sections 4 and 6 of TR 33.841.
2. Actions

ACTION:
3GPP SA3 asks ITU-T SG17 to take the above answer into account in the ongoing work on work item X.5Gsec-q.
3. Date of Next TSG-SA WG3 Meetings:
SA3#100
TBD 2020
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