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1
Decision/action requested

This contribution proposes a correction to the length of S-NSSAI in solution #10 in TR 33.813.
2
References

[1]
3GPP TR 33.813 v0.8.0 

3
Rationale

Solution #10 in TR 33.813 has the maximum length of an S-NSSAI down as 8-bytes when it should 4-bytes. The solution is changed to reflect this.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[3]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[4]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[5]
3GPP TR 23.740: "Study on Enhancement of Network Slicing".

[6]
RFC 748: "Extensible Authentication Protocol (EAP)"

[7]
3GPP TS 28.531: " Management and orchestration Provisioning" 
[8]
RFC 4282: " The Network Access Identifier
[aa]
3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3" 
**** NEXT CHANGE ****

7.10.3
Evaluation 

The solution satisfies to the key issue as it encrypts the data that identifies the S-NSSAI over the air (in effect the data is encrypted in the AMF and decrypted in the RAN node with the UE just passing the received information on without changing it). 

The NG-RAN nodes need to have the mapping of S-NSSAI Identifiers of S-NSSAIs and also the Key_ID, Key and encryption method used by the AMF when creating the ‘encrypted S-NSSAI’.

The ‘encrypted S-NSSAI’ need to be updated every time the GUTI changes which is more frequent than normal S-NSSAI would be updated, although no new message is needed to perform the update. 
The solution reduces the possible number of S-NSSAIs.  With a 4-bit Key ID and 16-bit Random Number, there are still 12 bits available for S-NSSAI (i.e., 4096 different S-NSSAIs can be used) in the 4-bytes used to carry an S-NSSAI in the NAS protocol (see clause 9.11.2.28 of TS 24.501 [aa]).
The solution works with Rel-15 UEs as the UE does not need to process the ‘encrypted S-NSSAI’. 

The solution protects against UEs who may access the same slice from knowing what slice is being requested. The solution does not require every S-NSSAI to be protected if so desired by the operator.

Editor’s Note: Further evaluation is FFS.

**** END OF CHANGES ****

