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1
Decision/action requested

It is proposed to approve this pCR for clean up of TS 33.434.
2
References

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.434: “Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows”.

3
Rationale

This contribution proposes to replace SIM-C to “VAL or SEAL clients in UE” as the procedure not only applies for Identity management client but all other Clients in UE (Key management client, Group management client etc.)
This pCR also proposes to delete the obsolete Editor’s Note in the TS 33.434. Following are the obsolete Editor’s Note to be deleted:
Editor’s Note: Titles and Numberings of sub clauses could be adjusted according to the content. (Clause 4)
Editor’s Note: This clause will describe the security requirements for the SEAL interfaces (namely SEAL-X1, IM-UU, KM-UU and KM-S interfaces). (Clause 5)
Editor’s Note: This clause will describe security procedures required by SEAL. (Clause 6)
4
Detailed proposal

*****Start of 1st Change*****
(A.6
Using the token to access VAL resource servers

Connect for VAL shall initially support the bearer access token type. Access tokens of type "bearer" shall be communicated from the VAL or SEAL Clients in UE to VAL resource servers by including the access token in the HTTP Authorization Header, per IETF RFC 6750 [4].

The access token is opaque to the VAL or SEAL Clients in UE, meaning that the client does not have any knowledge of the access token itself. The client will be given some metadata corresponding to the access token, such as its expiration time, so that it does not send an expired access token to VAL resource servers. If the access token is presented to a VAL resource server and the scope is invalid or the token is expired or revoked, the VAL resource server should return an error message indicating such to the VAL or SEAL Clients in UE.

A.7
Token validation

A.7.1
ID token validation

The VAL or SEAL Clients in UE shall validate the ID token as per section 3.1.3.7 of the OpenID Connect 1.0 specification [5].

A.7.2
Access token validation

VAL resource servers shall validate access tokens received from the VAL or SEAL Clients in the UE according to IETF RFC 7797 [11].
*****Start of 2nd Change*****
4
Security architecture for Service Enabler Architecture Layer


Editor’s Note: This clause will describe the security architecture and/or security functional model(s) for SEAL.

5
SEAL security requirements


5.1
VAL user authentication and authorization

[SEAL-SEC-5.1-a] All users of the VAL Service shall be authenticated.

[SEAL-SEC-5.1-b] The VAL Client and the VAL Server shall mutually authenticate each other prior to providing the VAL UE with the VAL Service User profile and access to user-specific services.

[SEAL-SEC-5.1-c] The transmission of configuration data and user profile data between an authorized VAL server in the network and the VAL UE shall be confidentiality protected, integrity protected and protected from replays.

[SEAL-SEC-5.1-d] The VAL service should take measures to detect and mitigate DoS attacks to minimize the impact on the network and on VAL users.

[SEAL-SEC-5.1-e] The VAL service shall provide a means to support confidentiality of VAL user identities.

[SEAL-SEC-5.1-f] The VAL service shall provide a means to support confidentiality of VAL signalling.

5.2

Inter-domain

[SEAL-SEC-5.2-a] VAL systems should take measures to protect themselves from external attacks at the system border.

6
Procedures


6.1
Security for the SEAL interfaces

6.1.1
Security for the Application plane interfaces

6.1.1.1
SEAL-X1

As defined in TS 23.434 [2], the SEAL-X1 reference point, exists between the key management server and the group management server and uses HTTP-1 as defined in 3GPP TS 23.434 [2] for the transport and routing of security related information to the group management server. The SEAL-X1 shall be protected using HTTPS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
6.1.1.2
SEAL-X2

The SEAL-X2 reference point enables the group management server to interact with the location management server as defined in 3GPP TS 23.434 [2]. The SEAL-X2 shall be protected using HTTPS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
6.1.1.3
IM-UU

IM-UU reference point is used between the identity management client and the identity management server. The IM-UU between the Identity Management client and the Identity management server shall be protected using HTTPS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.

6.1.1.4
KM-UU and KM-S

The KM-UU and the KM-S are direct HTTP connections between the Key Management Server and Key Management Client and shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E
6.1.1.5
SEAL-UU

A SEAL client interacts with a SEAL server over the generic SEAL-UU reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [14]. 
6.1.1.6
VAL-UU

The VAL client interacts with VAL server over VAL-UU reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [14].
6.1.1.7
SEAL-C

The VAL client interacts with a SEAL client over the SEAL-C reference point as defined in 3GPP TS 23.434 [2]. This reference point resides fully within the UE and therefore, security of this interface is left to the manufacturer and is out of scope for this document.
6.1.1.8
SEAL-S

The VAL server interacts with SEAL server over SEAL-S reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [14].
6.1.1.9
SEAL-E

A SEAL server interacts with another SEAL server over SEAL-E reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [14].
6.1.2

Security for the Signalling control plane interfaces
6.1.2.1

Security for HTTP interfaces
In order to authenticate the HTTP-1 reference point, authentication mechanisms shall be performed between the HTTP client and VAL UE using either certificate based authentication or pre-shared key based authentication. Certificate based authentication shall follow in annex B of 3GPP TS 33.222 [15], and the profiles given in 3GPP TS 33.310 [6]. The usage of pre-shared key based ciphersuites is specified in the TLS profile given in 3GPP TS 33.310 [6], annex E.

The HTTP-1 reference point exists between the VAL UE and the HTTP proxy. The HTTP-2 exists between the HTTP proxy and HTTP server. The HTTP-3 reference point exists between the HTTP proxies in different networks. The HTTP interfaces shall be protected using TLS. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
6.1.3

Security for the network domain interfaces
A VAL UE shall perform the authentication and security mechanisms as specified in 3GPP TS 33.501 [16] for 5G network access security.
To ensure security of the interfaces between network entities within a trusted domain and between trusted domains, 3GPP TS 33.210 [14] shall be applied to secure signalling messages on the reference points unless specified otherwise. SEG as specified in 3GPP TS 33.210 [14] may be used in the trusted domain to terminate the IPsec tunnel.

*****End of Changes*****
