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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	830072
	Study on Enhancement for Disaggregated gNB Architecture
	RAN3 study item, which investigates enhancements to disaggregated gNB scenario.

	
	
	


3
Justification

As specified in TS 38.401, the NG-RAN Architecture supports separation of gNB-CU-CP and gNB-CU-UP.
From RAN point of view, the deployment scenario where a UE connects to multiple gNB-CU-UPs at least the following two cases: 
· Case1: The gNB-CU-UPs connected to the same gNB-CU-CP can be distributed or centralized. Distributed gNB-CU-UP can provide local termination point for low-latency services, while centralized gNB-CU-UP is beneficial for cloud implementation.

· Case2: The gNB-CU-UPs connected to the same gNB-CU-CP deal with different services, e.g. applications used in specific slices or CU-UPs.
In Rel-16, RAN3 discussed how to support UE connecting to multiple gNB-CU-UPs, and the conclusion on security can be found in TR 38.823. 
However, the study phase in RAN3 is lack of SA3’s input which results in the security relevant conclusion and working assumption conflicting with what is defined in TS33.501, and this may have impact on current 5G AS security architecture and procedures. Therefore, as requesting from RAN3, and from the perspective of SA3, it might be useful to study and evaluate whether there is a need to enhance the security mechanism when UE is connecting to multiple UPs in Rel-17.
4
Objective

The objective of this study item is to investigate the following:
· Identify the scenarios and use cases for the security aspect of multiple gNB-CU-UPs
· Study the potential security threats and security requirements when UE is connecting to multiple gNB-CU-UPs. 

· Study whether there is a need to enhance the security mechanism to support the flexibility deployment for gNB-CU-UPs
· Study the potential security solutions to cover identified security requirements.
Note: Potential solutions shall not compromise the requirement that the 5G RAN internal architecture (i.e., CP/UP separation and DU/CU split) is invisible to the UE. 

Note: This new study item assumes that deviation from existing security mechanism shall be avoided as much as possible.
5
Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.XXX
	Study on the security of aspects of the Disaggregated gNB Architecture
	SA#89 Sep 2020
	SA#90 Dec 2020
	Sen XU, China Telecom, xusen@chinatelecom.cn


	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Sen XU, China Telecom, xusen@chinatelecom.cn
7
Work item leadership

SA3
8
Aspects that involve other WGs
Potential interactions with RAN WGs during the work.
9
Supporting Individual Members
	Supporting IM name

	China Telecom

	CATT

	China Unicom

	Spreadtrum Communications

	Xiaomi

	ZTE

	Nokia

	Nokia Shanghai Bell

	vivo

	OPPO

	Lenovo

	Motorola Mobility

	Deutsche Telekom


