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1
Decision/action requested

This document discusses the incoming LS from CT1 S3-200910 and request endrosment of the proposal.
2
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3
Rationale

During the security mode control procedure in N1 mode, the AMF provides the Selected EPS NAS algorithms IE to the UE as specified in section 5.4.2.2 of TS 24.501:

If the AMF supports N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message, the AMF shall select ciphering and integrity algorithms to be used in the EPS and indicate them to the UE via the Selected EPS NAS security algorithms IE in the SECURITY MODE COMMAND message.

The motivation behind this is that the UE would use the selected EPS NAS security algorithms to generate the mapped EPS NAS security context after an inter-system change from N1 mode to S1 mode without the need for performing a security mode control procedure in S1 mode. This is shown in Figure 1 (that corresponds to 8.5.2-1 in TS 33.501).
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Figure 1 - Idle mode mobility from 5G to 4G

Observation #1: providing the Selected EPS NAS security algorithms IE to the UE in N1 mode removes the need for performing a security mode control procedure in S1 mode.

As part of integrity check at the AMF and initial NAS message protection that has been introduced since Rel-15, section 4.4.4.3 of TS 24.501 specifies:

If a SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message fails the integrity check and the UE has only non-emergency PDU sessions established, the AMF shall send the SERVICE REJECT message with 5GMM cause #9 "UE identity cannot be derived by the network" and keep the 5GMM-context and 5G NAS security context unchanged. For the case when the UE has an emergency PDU session and integrity check fails, the AMF may skip the authentication procedure even if no 5G NAS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.2. Additionally, the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. After successful completion of the service request procedure, the network shall perform a local release of all non-emergency PDU sessions. The emergency PDU sessions shall not be released.

Section 5.4.2.2 of TS 24.501 further specifies:

The AMF shall create a locally generated KAMF and send the SECURITY MODE COMMAND message including an ngKSI value in the NAS key set identifier IE set to "000" and 5G-IA0 and 5G-EA0 as the selected NAS security algorithms only when the security mode control procedure is initiated:

a)
during an initial registration procedure for emergency services if no shared 5G NAS security context is available;

b)
during a registration procedure for mobility and periodic registration update for a UE that has an emergency PDU session if no shared 5G NAS security context is available;

c)
during a service request procedure for a UE that has an emergency PDU session if no shared 5G NAS security context is available; or

d)
after a failed primary authentication and key agreement procedure procedure for a UE that has an emergency PDU session or is establishing an emergency PDU session, if continued usage of a shared 5G NAS security context is not possible.

Observation #2: when the integrity check fails for a Service Request message and the UE has a PDU session for emergency services, the AMF will select the NULL algorithms.

Now assume the following scenario:

1. The UE registers in 5GS, also gets a selected EPS NAS security algorithms, say EPS NAS integrity algorithm X & EPS NAS ciphering algorithm Y (where both X and Y are not NULL)

2. The UE has an emergency PDU session

3. The UE sends a Service Request message which fails the integrity check

4. The AMF sends Security Mode Command and sets the 5GS NAS security algorithms to NULL (see above)

If at step 4 the AMF does not also set the selected EPS NAS algorithms to NULL, then the following occurs after inter-change from N1 mode to S1 mode in idle mode, with reference to Figure 1 (i.e. Figure 8.5.2-1 of TS 33.501):

· At step 1, the UE protects the TAU message with the 5GS NAS security context. The eKSI is set to ‘000’ as described in TS 33.501 (see Figure 8.5.2-1)

“The corresponding ngKSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message” 

· At step 4, the AMF generates the mapped EPS NAS security context and but uses the “current” (i.e. the last) EPS selected NAS algorithms that were provided to the UE while in 5GS (i.e. X and Y, both not NULL). This is described in TS 33.501 (see Figure 8.5.2-1)

“the AMF shall derive a mapped EPS NAS security context as described in clause 8.6.1. The AMF shall set the EPS NAS algorithms to the ones indicated earlier to the UE in a NAS SMC as described in clause 6.7.2”

· At step 6, the UE also generates the mapped EPS NAS security context using the selected EPS NAS security algorithms that were received in 5GS (i.e. X and Y, both not NULL). This is described in TS 33.501 (see Figure 8.5.2-1)

“The UE shall derive a mapped EPS NAS security context as described in clause 8.6.1. The UE shall select the EPS algorithms using the ones received in an earlier NAS SMC from the AMF”

From the above, it is evident that the eKSI value of ‘000’ does not correspond to the EPS NAS security algorithms which are not NULL. This is not inline with the current specification in 24.301 which mandates the use of NULL algorithms if the integrity protection of a Service Request message fails and the UE has a PDN connection for emergency services (see some excerpt below from section 5.4.3.2 of TS 24.301):

The UE shall process a SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms and, if accepted, create a locally generated KASME when the security mode control procedure is initiated:

-
during a service request procedure when the UE has a PDN connection for emergency bearer services;

Observation #3: when the identified scenario occurs, the MME will have to run a security mode control procedure in EPS. This defeats the purpose of providing the Selected EPS NAS algorithms IE to the UE in 5GS.

To avoid the unnecessary run of a security mode control procedure in EPS resulting from the scenario above, it is suggested that whenever the AMF sets the 5GS NAS algorithms to NULL, then the selected EPS NAS algorithms should also be set to NULL.

Proposal #1: when the AMF sets the 5GS NAS algorithms to NULL and there exists an emergency PDU session for the UE, then the selected EPS NAS algorithms should also be set to NULL if the UE supports S1 mode, operates in single registration mode, and N26 interface is supported.

4
Detailed proposal

This document discussed the motivation behind providing the UE with the Selected EPS NAS algorithms IE in 5GS. The following observations were made.

Observation #1: providing the Selected EPS NAS security algorithms IE to the UE in N1 mode removes the need for performing a security mode control procedure in S1 mode.

Observation #2: when the integrity check fails for a Service Request message and the UE has a PDU session for emergency services, the AMF will select the NULL algorithms.

Now assume the following scenario:

1. The UE registers in 5GS, also gets a selected EPS NAS security algorithms, say EPS NAS integrity algorithm X & EPS NAS ciphering algorithm Y (where both X and Y are not NULL)

2. The UE has an emergency PDU session

3. The UE sends a Service Request message which fails the integrity check

4. The AMF sends Security Mode Command and sets the 5GS NAS security algorithms to NULL (see above)

Observation #3: when the identified scenario occurs, the MME will have to run a security mode control procedure in EPS. This defeats the purpose of providing the Selected EPS NAS algorithms IE to the UE in 5GS.

Proposal #1: when the AMF sets the 5GS NAS algorithms to NULL and there exists an emergency PDU session for the UE, then the selected EPS NAS algorithms should also be set to NULL if the UE supports S1 mode, operates in single registration mode, and N26 interface is supported.
Reply LS to [1] is proposed in S3-201300.
