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1
Decision/action requested

It is proposed to approve this contribution for the storage of A-KID in AUSF in AKMA (TS 33.535).
2
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 3
Rationale

As based on the agreement in previous email discussion, it is clear that the A-KID and KAKMA should be generated right after primary authentication. Therefore, we propose to delete the following Editor’s Note;

Editor’s Note: Whether the AUSF generates the KAKMA key identifier and the associated AKMA Anchor Key (KAKMA) during the primary authentication or as needed (i.e., on-demand), is FFS.

Also, this contribution is proposed to resolve the open issue on storage of A-KID in TS 33.535.
Since the UE context related to authorization is stored at the AUSF, it is necessary that, the A-KID shall also be stored at the AUSF itself. If not, the identification of corresponding UE context will not be possible for the AUSF, until the AAnF stores the A-KID along with SUPI.  Hence, we propose to store the A-KID at the AUSF.
4
Detailed proposal

*****START OF CHANGES*****
6.1
Deriving AKMA key during UE registration

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.


[image: image1.emf]AUSF UE AMF

Primary authentication

Generate A-KID

Generate

K-AKMA 

from K-AUSF

Generate

K-AKMA 

from K-AUSF

Generate A-KID


Figure 6.1-1 Deriving AKMA root key during UE registration

The AUSF shall generate the AKMA Anchor Key (KAKMA) and the A-KID from KAUSF as part of the UE Registration procedure.
The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. 

A-KID identifies the KAKMA key of the UE from which other AKMA keys are derived.
A-KID shall be NAI format as specified in clause 2.2 of IETF RFC 7542, i.e. username@realm. The username part includes the Routing Identifier and the A-TID (AKMA Temporary UE Identifier), and the realm part shall include Home Network Identifier. The A-KID shall be derived along with KAKMA and shall be stored at the AUSF.
Editor’s Note: the value of A-TID is FFS.

The key derivation of KAKMA shall be performed using the key derivation function (KDF) specified in TS 33.220 [4]. KAKMA is computed (as per Annex A.2) as KAKMA=KDF (KAUSF, "AKMA", SUPI), where the key derivation parameters consist of a static string "AKMA", and SUPI.

Editor’s Note: Format and derivation of A-KID and its association with UE identifier is FFS.

Since AKMA key is  based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. 
*****END OF CHANGES*****
_1649229670.vsd

