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1
Decision/action requested

This contribution proposes a conclusion for Key Issue #2 (Security protection of system information).
2
References
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3
Rationale

For Key Issue #2 in TR 33.809 [1], the security threats (clause 5.2.2) contains the following: 

Lack of protection of SI could potentially have following impacts in some cases:

-
DoS attack on UE

-
Rogue services

Several solutions have been identified for Key Issue #2 (e.g., Solution #7, 11, 12 & 14).

From the past discussions in SA3, it can be concluded that none of the solutions can provide mitigation of the DoS attacks against the UE due to the modification of broadcasted SI. 

It also seems clear that none of the solutions can prevent the UE from camping on a false base station (e.g., man-in-the-middle false BS that simply broadcasts protected system information from a legitimate base station).

The residual risk to the UE from a false base station is the potential to downgrade the services offered to the UE by modifying the radio configuration information contained in the broadcasted SI. This residual risk can be addressed by one of two ways:

1. Sign the broadcasted SI (e.g., Solution #7, 11 and 12)

2. Verify the hash of the SI when the UE transitions to the RRC-Connected (e.g., Solution #14 and #19)
The first approach introduces substantial complexity to the 5G System compared to the second approach to address the residual security risk of service downgrade. The second approach does not introduce much complexity to the 5G system as it relies on the existing 5G AS security. 

Meanwhile, solution #19 is simpler than solution #14 in terms of message processing. Therefore, it is proposed that solution #19 is recommended for normative work for security protection of system information.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].
***** START OF CHANGES *****
7.2
Conclusions on Key Issue #2
Solution #19 is recommended for normative work for security protection of system information.

***** END OF CHANGES *****
