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1	Decision/action requested
This contribution discusses potential security risk of using dynamic PSK for IAB F1 setup
2	References
[1]	TR 33.809 
3	Rationale
[bookmark: _GoBack]In F1 setup for IAB, IKEv2 PSK authentication using a dynamically derived PSK has been discussed over the past SA3 meeting. While the discussions have been mainly focused on the needs for dynamic PSK for Release 16, there is also a security concern about using dynamic PSK. 
In IAB, IAB-UE is responsible for setting up RLC channel based on the subscription credential (i.e., using AS keys derived from the primary authentication). Based on the RLC channel established as such, F1 security is established using IKEv2 authentication. If IKEv2 authentication for F1 is performed using pre-provisioned certificate or PSK (support of those is already agreed by SA3), F1 security can be independently guaranteed based on the security of provisioned keys (which are long term keys and stored and processed in a secured environment within the IAB node). This is ensured by the secure environment requirements for IAB node in Annex M.2.4 of TS 33.501. However, if PSK is derived from KgNB, F1 security is entirely dependent on the security of KgNB.
When IAB-UE performs primary authentication using 5G AKA or EAP-AKA’ with credentials stored on the USIM, the resulting keys from which KgNB is derived are exposed (i.e., sent in the clear) over the UICC- ME interface of IAB-UE. An attacker who has physical access to UICC-ME interface will able to derive the KgNB. Note that access to the UICC- ME interface does not require any compromise of software or hardware component of the IAB node. It just requires physical access to the interface. Once the attacker has derived the KgNB, the F1 security is completely compromised. 
Considering the above security concern, we proposed that F1 security should not rely on the deriving dynamic PSK from KgNB where it has been exposed in the clear over the UICC- ME interface.
 
4	Detailed proposal
It is proposed that SA3 endorse the requirement that F1 security shall not rely on deriving dynamic PSK from KgNB.
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