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********** START OF 1st CHANGE **********

4.2.3.4.3.1
Password Structure

Requirement Name: Password Complexity rule

Requirement Description:
The setting by the vendor shall be such that a network product shall only accept passwords that comply with the following complexity criteria:

1)
Absolute minimum length of 8 characters (shorter lengths shall be rejected by the network product). It shall not be possible setting this absolute minimum length to a lower value by configuration.

2)
Comprising at least three of the following categories: 

-
at least 1 uppercase character (A-Z) 

-
at least 1 lowercase character (a-z) 

-
at least 1 digit (0-9) 

-
at least 1 special character (e.g. @;!$.) 

The network product shall use a default minimum length of 10 characters. The minimum length of characters in the passwords shall be configurable by the operator. The default minimum length is the value configured by the vendor before any operator-specific configuration has been applied. The special characters may be categorized in sets according to their Unicode category.

The network product shall at least support passwords of a length of 64 characters or a length greater than 64 characters.

If a central system is used for user authentication, password policy is performed on the central system and additional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.

When a user is changing a password or entering a new password, the system checks and ensures that it meets the password requirements. Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
Security Objective references: Hardening.

Test case: 

Test Name: TC_PASSWORD_STRUCT
Purpose:

To verify that password structure adheres to the password complexity criteria.

To verify that password structure is configurable as per the complexity criteria.

Procedure and execution steps:

Pre-Conditions:

1.
Tester has rights to create user account.

Execution Steps

Execute the following steps:

A.
Test Case 1

1.
The tester logs into Network Product application using admin account.

2.
The tester creates user A following the password complexity criteria.

3.
The tester logs in as user A and attempts to change their password which contains characters from all four categories mentioned in the password complexity criteria.

B.
Test Case 2

1. 
The tester logins with privileged account.

2.
 The tester modifies password structure policy on the network product by strengthening the policy (e.g. changing the minimum password length to 8+x, changing the minimum number of character Unicode categories to 4).

3.
The tester logs in as user A and attempts to change their password to a password with a strength of less than that permitted by the policy strengthened in step 2 above. 

Expected Results:

Tester can change password only if new password fulfil the password complexity criteria
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot containing the operation result or report in text form.
********** END OF CHANGE **********
