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1
Decision/action requested

This pCR proposes a requirement for AKMA Key Identifier.
2
References

[1]
S3-200831 – AKMA draft TS 33.535 v0.4.0

3
Rationale

Each AKMA is globally unique and belong to an AKMA user/UE. If AKMA Key Identifier is not refreshed, an attacker is able to track the user/UE using the AKMA Key Identifer, hence compromising the user/UE privacy. Moreover, the linkability attack is also possible. For example, if the the GUTI of a UE is refreshed from 5G-GUTI1 to 5G-GUTI2, but the A-KID stays unchanged, the attacker could use the same A-KID to link 5G-GUTI1 and 5G-GUTI2.
Therefore, this contribution proposes to add the requirement that AKMA shall supported A-KID refresh to prevent the trackability and linkability anattacks.
4
Detailed proposal

SA3 is kindly requested to approve the below pCR.
**** START OF CHANGES ****
4.4.2
Requirements on AKMA Key Identifier (A-KID)
Requirements for AKMA Key Identifier (A-KID) are:
-
A-KID shall be globally unique;

-
A-KID shall be usable as a key identifier in protocols used in the reference point Ua*;

-
AKMA AF shall be able to identify the home network of the UE from the A-KID.
-
AKMA shall supported A-KID refresh when 5G-GUTI changes to prevent the trackability and linkability attacks.

Editor’s Note: It is FFS which NF in the home network the AF request is routed to.

**** END OF CHANGES ****
