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1
Introduction

This document is for collecting companies' positions on the remaining open CIoT issues in Release 16. The goal is to establish few working assumptions that can help us narrow down the scope of the input contributions and the discussions during the upcoming SA3#99-e meeting. Hopefully this can help us achieve our targets for Release 16. 
2
Process
For a given topic, the rapporteur initiates an email discussion on the reflector to collect companies' positions using the template in clause 3. Delegates are then invited to indicate their respective companies positions until a fixed deadline. Following the deadline, the rapporteur provides the summary and if possible, proposals for tentative working assumptions. SA3 leadership will then take the final decision on the proposed working assumptions. That is either confirm or deny.  

Rapporteur opening latest by:
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11:00 UTC
Closing of email discussion:
 






23th of April

11:00 UTC 

Rapporteur's summary latest by:






24th of April

11:00 UTC

Final decision by SA3 leadership latest by:



24th of April

15:00 UTC

3

Template for email discussion
Background

There are currently two open issues, protection of UE caps for UEs without AS security and input parameters to the calculation of shortResumeMAC-I.
Open issue #1: Protection of UE capability transfer for UEs without AS security
Some UEs only support CP CIoT optimization and therefore don’t have any AS security available. This issue tries to solve how to protect the UE capability transfer in the absence of AS security. There are currently 5 available solutions in TR 33.861 in addition to that the option of mandating AS security is discussed. Notes from a confcall held during SA3#98bis-e can be found in S3-200837.

Available solutions/proposals

Solution #1: Hash based UE capability protection for CP optimization only CIoT UE

Available in TR 33.861 Solution# 26. Proposing UE includes a hash of UE capabilities in the registration request.

Solution #2: Network resilience for UEs without AS security
Available in TR 33.861 Solution# 27. Proposing UE capabilities sent unprotected should not be sent further than the NG-RAN。
Solution #3: Protection of UE capability transfer for UEs without AS security
Available in TR 33.861 Solution# 28. Proposing protecting UE capabilities using NAS security.
Solution #4: Security solution for UE Capability Transfer for UE with no AS security
Available in TR 33.861 Solution# 29. Proposing protecting UE capabilities using NAS security.
Solution #5: AMF verification of the UE radio capabilities for CP optimization only CIoT UE
Available in TR 33.861 Solution# 30. ProposingAMF verifies the hash of UE radio capabilities.

Solution #6: Relying on the support of AS security 
Relying on AS security to secure the transfer of UE capabilities for those UEs that support AS security. It is allowed for a UE to not support AS security i.e. only support CP optimization. Such UE will not support security in the RRC layer. Discussion paper available in S3-200747.
Open issue #2: Input parameters to the calculation of shortResumeMAC-I
This issue is about input parameters to the calculation of shortResumeMAC-I when UE is resuming the RRC connection from a suspended RRC connection, when NB-IoT radio access is connected to 5GC. This will affect 3GPP TS 33.501.
Available solutions/proposals

Solution/Proposal #1: Input to MESSAGE when calculating ShortResumeMAC-I in RRC Connection Suspend and Resume

This solution relies on the approach to use the same input parameters as in EPS/LTE (when NB-IoT radio access is connected to 4G): source C-RNTI, source PCI, resume constant, target Cell-ID, to the MESSAGE when calculating the ShortResumeMAC-I to be included in RRC Connection Resume Request message when NB-IoT radio access is connected to 5GC. This solution is described in S3-200744.

Solution/Proposal #2: Address EN for Calculation of ShortResumeMAC-I for UP CIoT Optimisation
This solution relies on the approach to use: source C-RNTI, source PCI, target Cell-ID, to the MESSAGE when calculating the ShortResumeMAC-I to be included in RRC Connection Resume Request message when NB-IoT radio access is connected to 5GC. This solution is described in draft_S3-200734-r1.
Status
Each company has a tag surrounding their opinion i.e. <CompanyA>Expressed opinion </CompanyA>
	Available solutions/proposals
	Open issue #1: Protection of UE capability transfer for UEs without AS security

	Solution #1 Hash based UE capability protection for CP optimization only CIoT UE
	<Huawei>

Huawei: disagree with this solution.

Comment: The solution cannot prevent the unauthorized enquiries and leakage of UE radio capabilities, which have potential security threat. It’s not flexible for network side to request new/additional capabilities. It’s not clear how to guarantee the input of hash_RC is same with the capa in the enquiry procedure.
</Huawei>
<Qualcomm Incorporated>

Remarks, if any: This is less preferred than Solution #5 as it has additional protocol impact (i.e., N2)

</Qualcomm Incorporated>

<Ericsson>

To ensure that this solution does not break in the future, the hash calculation at UE side needs to be moved after the UE receives the capability enquiry from the RAN. It is so because the capabilities of NB-IoT UEs do not necessarilty remain static in the future. Given that the UE response in step 3 may change depending on indications from network the hash calculated by the network in step 4 may give a mismatch when comparing to the hash sent in step 1 for the wrong reason. 

Further this solution also needs a small update to ensure request-response binding. Binding in the sense of request response is needed to ensure that the network knows the UE responds with the requested capabilities and that attacker had not modified the enquiry (request) message.

</Ericsson>

<Intel>

Intel: We do not agree to the solution

Intel Comments: 

1) Legacy UEs need to be updated to calculate a new HASH and send it to the registration request unlike solution 4 which is based on existing RRC restablishment solution. All legacy hardware support solution 4. 

2) Solution is not scalable, for every new RRC vulnerability new hash needs to be introduced. For solution 4, every RRC message can reuse the NAS based security framework provided in RRC restablishment framework which already exists.
</Intel>

<Nokia>

Nokia doesn’t support this solution. We cannot have individual solutions for every AS procedure.
</Nokia>

<Samsung>

</Samsung>

	Solution #2 Network resilience for UEs without AS security
	<Huawei>

Huawei: disagree with this solution.
Comment: The Solution cannot prevent the tampering and unauthorized enquiry of UE radio capabilities.
</Huawei>

<Qualcomm Incorporated>

Remarks, if any: This does not address the issue at all, so should be excluded.
</Qualcomm Incorporated>

<Ericsson>

Neutral.
</Ericsson>

<Intel>

Intel: We do not agree to the solution.
Intel Comments:

No option for confidentiality, Integrity protection as MITM can still see the UE capability and tamper the UE capabilities. If you are sending the X over the air, then MITM can easily change it to Y.
</Intel>
<Nokia>

Nokia doesn’t support this solution. We cannot have individual solutions for every AS procedure.
</Nokia>

<Samsung>

</Samsung>

	Solution #3 Protection of UE capability transfer for UEs without AS security
	<Huawei>

Huawei: the MOST preferred solution
</Huawei>

<Qualcomm Incorporated>

Remarks, if any: This solution has substantial protocol impacts and requires a new procedure. So, it is the least preferred solution.
</Qualcomm Incorporated>

<Ericsson>

Ericsson is not supportive of fixes in NAS layer (directly or indirectly when extra tokens based on NAS keys are given to RAN) as a viable way forward.
</Ericsson>

<Intel>

Intel: We do not agree to the solution.

Intel Comments:

1. Legacy UEs and 5G non-CIOT UEs need to support NAS based UE capability procedure.
RAN and CN modelling impact: Significant diversion from the existing UE Radio capability messages which occur between UE and RAN.
</Intel>

<Nokia>

Nokia doesn’t support this solution. We cannot have individual solutions for every AS procedure.
</Nokia>

<Samsung>
</Samsung>

	Solution #4 Security solution for UE Capability Transfer for UE with no AS security
	<Huawei>

Huawei: the preferred solution
Comment: We prefer to cipher the UE radio capability, which protects UE privacy. Encrypted text is sent along with MAC. Only small additional overhead is needed.
</Huawei>

<Qualcomm Incorporated>

Remarks, if any: This solution has more protocol impacts (i.e., RRC and N2) than solution #5 and #1.
</Qualcomm Incorporated>

<Ericsson>

Same comment as above for Solution#3.
</Ericsson>

<Intel>

Intel: We prefer solution.

Intel Comments: 

Reuses RRC reestablishment for CIOT UEs for UE capability information response.
Addition of IEs for MAC in the UE capability information response message Encryption can be provided optionally. Method is scalale: The method can be extended to other RRC messages which require security. CIOT RRC UEs already have a mechanism to support MAC calculation for RRC for the RRC Reestablishment procedure. There is minimal modelling impact on the RAN or N2 as we can use existing RRC Restablishment procedure.
</Intel>

<Nokia>

Nokia doesn’t support this solution. We cannot have individual solutions for every AS procedure.
</Nokia>

<Samsung>

Samsung supports solution#4, as it has minimal impacts comparatively.
</Samsung>



	Solution #5 AMF verification of the UE radio capabilities for CP optimization only CIoT UE
	<Huawei>

Huawei: the least preferred solution
Comment: The solution cannot prevent the unauthorized enquiries and leakage of UE radio capabilities, which have potential security threat. It’s not flexible for network side to request new/additional capabilities. It’s not clear how to guarantee the input of hash_RC is same with the capa in the enquiry procedure.
If AMF has vaild UE radio capability, the hash_RC and UE capa enquiry is not needed. The hash_RC is recommended to be on demand. 

</Huawei>

<Qualcomm Incorporated>

Remarks, if any: This is the most preferred solution since it has the least protocol impact (i.e., only addition of a single IE in NAS) and no procedural impact at all.
</Qualcomm Incorporated>

<Ericsson>

Same comment as above for Solution#1. If our comments are addressed, we prefer this Solution#5 among all the NAS fixes variants.
</Ericsson>

<Intel>

Intel: We do not agree to the solution:

Intel Comments: Similar comments as solution 1.
</Intel>

<Nokia>

Nokia doesn’t support this solution. We cannot have individual solutions for every AS procedure.
</Nokia>

<Samsung>

</Samsung>



	Solution #6 Mandating AS security
	<Huawei>

Huawei: disagree with this solution.
Comment: It’s unaccpetable to be reused in EPC.

It requires hardware upgrade, which may unnecessarily increase the cost and complexity; It is against architectural decision made by other working groups due to various reasons; Involving per-UE AS keys(Note that this parameter cannot be compressed to save spare) in the RAN may require higher storage in RAN, and thus reduce RAN service capability for CIoT scenarios.

It’s near the end of R16. Supporting AS security for CIoT optimization has huge impact to other groups.
</Huawei>

<Qualcomm Incorporated>

Remarks, if any: Qualcomm do not agree with solution. This is equivalent to removal of one type of CIoT devices (i.e., CP only CIoT devices) for which solutions have been developed and specified for many years.
</Qualcomm Incorporated>

<Ericsson>

Ericsson supports AS security as a way forward, promoting a uniform and future proof security mechanism. 

Mind that vendors and operators are still allowed to use UEs without AS security which would be a conscious decision that security in RRC is not relied upon.
</Ericsson>

<Intel>

Intel: We do not agree to the solution.

Intel Comments: 
Impact on legacy devices. Solution should be scalable to existing legacy and new devices. Solution requires HW upgrade with increased cost for low cost devices. Furthermore , we are trying to revert the decision by other groups.
</Intel>

<Nokia>
Nokia supports this solution.
<Nokia>

<Samsung>

</Samsung>

	Available solutions/proposals
	Open issue #2: Input parameters to the calculation of shortResumeMAC-I



	Solution/Proposal #1 Input to MESSAGE when calculating ShortResumeMAC-I in RRC Connection Suspend and Resume
	<Huawei>

Huawei: disagree with this solution.

Comment: include resume constant in resumeMAC-I calculation is not needed from security view, and there is common sense in 5G INACTIVE.

</Huawei>

<Qualcomm Incorporated>

Remarks, if any: Since the resume const doesn’t have any security implication, Qualcomm think that it’s simpler and more reasonable to align the shortResumeMAC-I calculation in 5G with the resumeMAC-I calculation. Furthermore, including the resume const for shortResumeMAC-I calculation requires changes to the already frozen Rel-15 RRC specification.

So, Qualcomm disagree with this solution.
</Qualcomm Incorporated>

<Ericsson>

Ericsson – yes, we are supportive. 
This would be in line with RRC suspend and resume procedure in EPS/LTE. The resume constant was introduced in calculation of ShortResumeMAC-I in RRC suspend and resume procedures in EPS/LTE, to differentiate the ShortResumeMAC-I from the ShortMAC-I in other RRC procedures, so that an attacker cannot replay the ShortResumeMAC-I in other RRC procedure then RRC suspend and resume procedure, and vice verse.

Mind that we cannot allow unnecessary changed to legacy system. Remember that SA3 did not remove key-chain-hole in handover chaining model even though that key-chain-hole is useless. The reason was not to do "beautification" if there is no security issue. Otherwise, we will have to maintain different branches of source code and test cases introducing chance of vulnerability.

NR is updated which is OK. EUTRA side does not need any update.
</Ericsson>

<Intel>

Intel: We prefer this solution
</Intel>

<Nokia>
Nokia supports this solution.
</Nokia>

<Samsung>

Samsung– No, we are not supportive to this solution, based on the decisions taken in the RAN2 meetings this week. 


</Samsung>

	Solution/Proposal #2 Address EN for Calculation of ShortResumeMAC-I for UP CIoT Optimisation 
	<Huawei>

Huawei: support this solution.
Support calculation of resumeMAC-I of proposal #2, i.e. souce C-RNTI, source PCI, target Cell-ID, which is align with 5G.
</Huawei>

<Qualcomm Incorporated>

Remarks, if any: Qualcomm agree with the revision (S3-200734-r1) developed during the SA3-98bis-e meeting.
</Qualcomm Incorporated>

<Ericsson>

Ericsson – no, we are not supportive. This is not in line with RRC suspend and resume procedure in EPS/LTE. This solution was never studied in the CIoT study and there is no recommendation from the CIoT study to support this solution.
</Ericsson>

<Intel>

Intel: We do not prefere this solution.
</Intel>

<Nokia>
Nokia doesn’t support this solution.
</Nokia>

<Samsung>

Samsung – Yes, we are supportive. This is in line with 5G NR. 
</Samsung>


Summary
For open issue#1 numerous solutions are on the table based on the feedback provided by companies there is support for Solution#4, from Intel and Samsung supporting it and Huawei showing willingness to support it. Ericsson and Nokia are supporting Solution#6.
For open issue#2 it’s a draw currently. Samsung, Huawei and Qualcomm Incorporated suggests removing resume constant from the calculation of shortResumeMAC-I while Intel, Ericsson and Nokia propose to keep it. There is an ongoing discussion in RAN2 currently on the misalignment between specifications on the inclusion of resume constant.
Conclusion

For open issue#1 the rapporteur proposes companies supporting other solutions than Solution#4 or Solution #6 to update their preferred solution with provided feedback to gain more support or consider another solution as an acceptable way forward. 
For open issue#2 the rapporteur proposes that SA3 aligns with the outcome of RAN2 discussions. Of course, taking any security issue into account.
