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Decision/action requested

It is requested that the proposals are endorsed.
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References

-
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Rationale

Mandatory integrity protection of signaling messages is what mainly differentiates 3G/4G/5G security from 2G security. Without it, most (if not all) security measures are reduced to as-good-as 2G. 

Now, focusing on the RRC layer, circumventing AS security while still expecting secure RRC procedures does not make sense. In the case of NB-IoT an active decision has been taken to circumvent AS security for CP NB-IoT optimization devices, for the sake of optimization, low cost, and battery life. For those family of UEs, there is no AS security and it is a fact wheter we like it or not that RRC procedure will remain unprotected. 
Nevertheless, on a bright side, mind that not all NB-IoT UEs are devoid of AS security. See following NOTEs and the table in TS 38.300, 36.331:
NOTE 1:
For a NB-IoT UE that only supports Control Plane CIoT 5GS Optimisation, as defined in TS 25.401 [xx], PDCP is bypassed and DTCH is not supported.
NOTE 2:
For a NB-IoT UE that supports Control Plane CIoT 5GS Optimisation and NG-U data transfer or User Plane CIoT 5GS Optimisation, as defined in TS 25.401 [xx], PDCP is also bypassed (i.e. not used) until AS security is activated.

Table 5.3.1.4-1: Connection control procedures applicable to a NB-IoT UE

	Sub-clause
	Procedures

	5.3.2
	Paging 

	5.3.3
	RRC connection establishment

	
	RRC connection resume (see NOTE)

	
	CP-EDT

	
	UP-EDT (see NOTE)

	5.3.4
	Initial security activation (see NOTE)

	5.3.5
	RRC connection reconfiguration (see NOTE)

	5.3.7
	RRC connection re-establishment

	5.3.8
	RRC connection release

	5.3.9
	RRC connection release requested by upper layers

	5.3.10
	Radio resource configuration

	5.3.11
	Radio link failure related actions

	5.3.12
	UE actions upon leaving RRC_CONNECTED


NOTE:
Not applicable for a UE that only supports the Control Plane CIoT EPS optimisation (see TS 24.301 [35]).
It is a fact that 3GPP specifications do not prohibit building NB-IoT UEs with AS security. Therefore, when RRC procedures (that are deemed security sensitive) are used the natural choice should be to apply AS security and not invent unique security solutions for each case. 
Otherwise, a stream of new security solutions will follow in the future, thereby, forking RRC security into two different branches, one using AS security and another using substitutes to AS security in a different layer. This would not only be unfortunate from maintainance point of view, but also worse from security point of view because security analysis will have to be done for different branches.
Hence, we believe that the issue with RRC UE capability transfer procedure for NB-IoT UEs shall be solved in the proper way, i.e., using AS security. Mind that any newly invented AS security substitute will require NB-IoT UEs to be updated so, instead of forking RRC security, the right way ahead for new NB-IoT UEs is to support AS security. 
4
Detailed proposal

Proposals for endorsement: 

(1) For Rel-16 (both EPS and 5GS), protection of RRC UE capability transfer procedure shall rely on AS security for all UEs. Corresponding CRs are proposed in S3-201032 and S3-201033. A snippet of normative text for 33.401 and 33.501 is shown below. 
X.Y RRC UE capability transfer procedure
The network should activate AS security (i.e., perform a successful AS SMC procedure) before running the RRC UE capability transfer procedure.

With the exception of unauthenticated emergency calls, if the network had acquired UE capabilities using RRC UE capability transfer procedure before AS security activation, then the network shall not store them locally for later use and shall not send them to other network entities. In that case, the network shall re-run the RRC UE capability transfer procedure after a successful AS SMC procedure.
NOTE 1:
For the family of UEs without AS security (e.g., UEs using Control Plane CIoT optimization), security in RRC layer does not exist. 
(2) For all future releases, same as above.
