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1
Decision/action requested

This document proposes to delete AKMA key request in clause 6.3. SA3 is kindly requested to approve this doc.
2
References

 [1]
3GPP TS 33.535, v 0.4.0.
3
Rationale

According to the conference call, AAnF can keep AKMA key material. After primary authentication, the AUSF can push the KAKMA and A-KID to AAnF. This enables the AAnF to isolate the service network from the 5GC during service establishment, to avoid DDoS attacks on the 5GC.
This contribution proposes to delete AKMA key request in the procedure of Deriving AKMA key during UE registration to clause 6.3[1]. 
4
Detailed proposal

***
BEGIN CHANGES
***
6.3
AKMA Application key request via NEF

Figure 6.3.1 shows the procedure used by the AF to request application function specific AKMA keys from 5GC via NEF, when the AF is located outside the operator’s network. 
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Figure 6.3.1: AKMA Application key request via NEF
1.
When the AF is about to request application function specific AKMA keys for the UE from the 5GC, e.g. when UE initiates application session establishment request as in clause 6.2, the AF discovers the HPLMN of the UE based on the A-KID and sends the request towards the 5GC via NEF service API.
Editor’s Note: Format of A-KID and its association with a UE identifier is FFS.
NOTE 1:
In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [5].
2.
If the AF is authorised by the NEF to request AKMA application key, the NEF discovers and selects an AAnF instance based on local configuration or via NRF in the same way as the AF selects the AAnF in clause 6.2. 

3.
The NEF forwards the AKMA Application key request to the selected AAnF.

4.
The AAnF generates the AKMA application key as in clause 6.2 and sends the response to the NEF with the KAF, the KAF expiration time (KAF_exptime) and potentially other parameters.
5.
The NEF forwards the response to the AF.
Editor’s Note: Whether other parameters are to be returned to the AF via NEF is FFS.

***
END CHANGES
***
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