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1
Objective
This contribution discusses possible countermeasures for new privacy threat of KNRP ID being possibly linked between two subsequent PC5 unicast connections for two UEs. 
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Rationale

The header of S3-200756 [1] submitted and treated at SA3#98BIS-e presented a new threat related to KNRP ID privacy. This newly-introduced threat allows the adversary to link two subsequent connections due to either the same KNRP ID or the same partial KNRP ID value being sent in the Direct Communication Request message for subsequent connections and is documented in the pCR in the companion contribution S3-200937.
Observation 1: In TS 33.356 [2], the Link Identifier Update procedure is used to preserve the privacy for the identities (KNRP-sess ID, layer-2 ID) that are seen in the clear for an ongoing unicast connection. However, the new privacy threat related to KNRP ID applies between subsequent connections rather than during an on-going connection. 
Observation 2: S3-200756 [1] proposed to use the existing Link Identifier Update procedure to change KNRP ID. This proposal does not fully address the threat as the UEs may reconnect before completing a first Link Identifier Update run, yet it allows the new connection to be linked to the previous connection using KNRP ID. 
Observation 3: Further, the use of the Link Identifier Update procedure, which is run periodically in the attempt to alleviate the threat, would introduce unnecessary overhead since it is necessary to change KNRP ID only once during an ongoing connection to address the presented threat.
Observation 4: When presented with Observation 2, during the e-meeting discussion, the authors of the remediation proposed in S3-200756 [1] stated that a UE can trigger the proposed procedure very soon after establishing the connection so only a small window of not being protected. While such fix may partially ease the shorcomings of the proposed solution, it will still rely on timers that depend on deployment.

Proposal: as we outlined in the discussion diring SA3#98BIS-e, one way forward would be to use the Link Release procedure to negotiate a new K_NRP ID. This would fully address the privacy threat while avoiding needless complexity. This solution is submitted in S3-200938 for this current meeting. We are urging SA3 to review and approve it for inclusion in TS 33.536 as a remediation procedure for new privacy threat of linked KNRP IDs.
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Detailed proposal

It is proposed that SA3 review presented discussion points and agree with the threat remediation proposed in the companion pCR in S3-200938.
