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1
Decision/action requested

Addition of the UE behaviour when configured with the parameters for L2 group ID update.
2
References

[1]
3GPP TS 33.536 Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services
3
Rationale

According to 3GPP TS 23.287 section 5.6.1.2, for V2X groupcast the V2X application may provide group identifier information that the UE converts into a destination layer 2 ID. The application layer group ID may be preconfigured and may change very rarely and unfrequently. Therefore the L2 group ID should be updated according to potential security requirements of Key Issue #4 "Security of identifier conversion in groupcast communication".

Current solution #14 “Identifier conversion in groupcast communication” in TR 33.836 provides a solution on updating the L2 ID independently from the application layer group ID, which may never change. The solution relies on the configuration of the group member UEs with a least an initial virtual time and an update interval. The UEs then can independently update the destination L2 ID on their own. 

For this a similar assumption is made on the V2X application layer as for the provisioning of the group ID or the QoS requirements, i.e. if available, the V2X application layer can provide this synchronization information to the V2X layers in a similar way. Therefore it is proposed not to standardize the provisioning of the information but the update mechanism in the member UEs based on the information retrieved from V2X application layer.
4
Detailed proposal

Start of Changes

5.4.3
Procedures

5.4.3.1
Security procedures

There are no security procedures defined for the PC5 bearer for groupcast mode. 

5.4.3.2
Privacy procedures

The below privacy procedures follows the privacy mechanism defined in TS 33.185 [5] for V2X LTE which is intended to mitigate against the threat of tracking the UE by an attacker based on its used source identities. 

The UE shall change and randomize its source Layer-2 ID and source IP address (if used) when V2X application indicates that the Application Layer ID has changed. The UE may change and randomize its source Layer-2 ID and source IP address (if used) at other times (e.g. see clause 5.6.1.1 in TS 23.287 [2]). The UE shall provide an indication to the V2X application layer whenever the source Layer-2 ID and/or source IP address are changed.

For groupcast, when the UE determines the destination Layer-2 ID from group identifier information provided by the upper layer as described in 3GPP TS 23.287 [x], i the V2X layer provides synchronization information for privacy of the destination Layer-2-ID for groupcast, i.e. virtual time and update interval.,The UE shall change the destination Layer-2 ID for groupcast as follows: the UE shall update the virtual time based on their internal clock and derive at every time interval a new destination Layer-2 ID for groupcast with the virtual time and the application layer group ID as input to the derivation function.

End of Changes

