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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc19610020][bookmark: _Toc26799019][bookmark: _Toc19610037][bookmark: _Toc26799036]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 33.117 (Release 15): "Catalogue of general security assurance requirements".
[3]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[4]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[x]	3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".
*************** Start of the 2nd Change ****************
[bookmark: _Toc19696874][bookmark: _Toc26876868]4.2.2.1.x	Key update at the eNB on dual connectivity with 5GC
Requirement Name: Key update at the eNB on dual connectivity with 5GC
Requirement Reference: TS 33.501 [x], clause 6.10.2.1; clause 6.10.2.2.1. 
Requirement Description: "When executing the procedure for adding subsequent radio bearer(s) to the same SN, the MN shall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last KSN change. If the MN cannot allocate an unused radio bearer identity for a new radio bearer in the SN, due to radio bearer identity space exhaustion, the MN shall increment the SN Counter and compute a fresh KSN, and then shall perform a SN Modification procedure to update the KSN" as specified in TS 33.501 [x], clause 6.10.2.1.
"The SN shall request the Master Node to update the KSN over the Xn-C, when uplink and/or downlink PDCP COUNTs are about to wrap around for any of the SCG DRBs or SCG SRB" as specified in TS 33.501 [x], clause 6.10.2.2.1.
Threat References: TR 33.926 [5], clause C.2.x.1 Eavesdropping encrypted LTE calls
Test Case 1: 
Test Name: TC_ENB_DC_5GC_KEY_UPDATE_DRB_ID
Purpose:
Verify that the eNB under test acting as a Master Node (MN) performs KSN update when DRB-IDs are about to be reused.  
Pre-Conditions:
-	Test environment with a gNB acting as the Secondary Node (SN), which may be simulated
-	Test environment with a UE and SMF and AMF, which may be simulated
Execution Steps
1.	The eNB under test establishes RRC connection and AS security context with the UE.
2.	The eNB under test establishes security context between the UE and the SN for the given AS security context shared between the eNB under test and the UE; and generates a KSN sent to the SN.
3.	A SCG bearer is set up between the UE and the SN.
4.	The eNB under test is triggered to execute the SN Modification procedure to provide additional available DRB IDs to be used for SN terminated bearers (e.g. by the UE making multiple IMS calls, or by the SMF requesting PDU session modification and deactivation via the AMF), until the DRB IDs are reused.
Expected Results:
-	Before DRB ID reuse, the eNB under test generates a new KSN and sends it via the SN Modification Request message to the SN.
Expected format of evidence:
Evidence suitable for the interface, e.g. text representation of the captured SN Modification Request message.
Test Case 2: 
Test Name: TC_ENB_DC_5GC_KEY_UPDATE_ PDCP_COUNT
Purpose:
Verify that the eNB under test acting as a Secondary Node (SN) requests KSN update when PDCP COUNTs are about to wrap around.
Pre-Conditions:
-	Test environment with a gNB acting as the Master Node (MN), which may be simulated
-	Test environment with a UE which may be simulated
Execution Steps
1.	The MN establishes RRC connection and AS security context with the UE.
2.	The MN establishes security context between the UE and the eNB under test for the given AS security context shared between the MN and the UE; and generates a KSN sent to the eNB under test.
3.	A SCG bearer is set up between the UE and the eNB under test.
4.	The UE sends UP data in the SCG bearer to the eNB under test until the PDCP COUNT value wraps around.
Expected Results:
-	Before PDCP COUNT wraps around, the eNB under test sends a SN Modification Required message including a KSN update indication to the MN.
Expected format of evidence:
Evidence suitable for the interface. Protocol traces of the Uu interface showing the last packets on Uu including PDCP COUNT reset due to rekeying, rather than a PDCP COUNT wrap-around. Protocol traces of the Xn interface including the captured SN Modification Required message. The protocol traces need to be synchronized.
*************** Start of the 3rd Change ****************
4.2.2.1.y	Key update at the eNB on dual connectivity with EPC
Requirement Name: Key update at the eNB on dual connectivity with EPC
Requirement Reference: TS 33.401 [3], clause E.2.2, clause E.2.5.1, E.3.2. 
Requirement Description: "When executing the procedure for adding subsequent radio bearer(s) to the same SeNB, the MeNB shall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last S-KeNB change. If the MeNB cannot allocate an unused radio bearer identity for a new radio bearer in the SeNB, due to radio bearer identity space exhaustion, the MeNB shall increment the SCG Counter and compute a fresh S-KeNB, and then shall perform a SeNB Modification procedure to update the S-KeNB" as specified in TS 33.401 [2], clause E.2.2.
"Similarly, the MeNB handles the SCG Counter due to interactions with a SgNB as described in subclause E.2.2 for interactions with SeNBs, i.e. this is a single shared SCG Counter for SeNBs and SgNBs and provides the same value of SCG Counter used to the UE and ensure that fresh radio bearer identities are used or the S-KgNB is refreshed" as specified in TS 33.501 [2], clause E.3.2.
"The SeNB shall request the MeNB to update the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around for any of the DRBs" as specified in TS 33.501 [2], clause E.2.5.1.
Threat References: TR 33.926 [5], clause C.2.x.1 Eavesdropping encrypted LTE calls
Test Case 1: 
Test Name: TC_ENB_DC_EPC_KEYENB_UPDATE_DRB_ID
Purpose:
Verify that the eNB under test acting as a Master Node (MeNB) performs S-KeNB update when DRB-IDs are about to be reused.  
Pre-Conditions:
-	Test environment with another eNB acting as the Secondary Node (SeNB), which may be simulated
-	Test environment with a UE and MME, which may be simulated
Execution Steps
1.	The eNB under test establishes RRC connection and AS security context with the UE.
2.	The eNB under test establishes security context between the UE and the SeNB for the given AS security context shared between the eNB under test and the UE; and generates a S-KeNB sent to the SeNB.
3.	A SCG bearer is set up between the UE and the SeNB, protected by AS SC security context.
4.	The eNB under test is triggered to execute the SeNB Modification procedure to provide additional available DRB IDs to be used for SeNB terminated bearers (e.g. by the UE making multiple IMS calls, or by the MME requesting bearer setup and bearer deactivation), until the DRB IDs are reused.
Expected Results:
-	Before DRB ID reuse, the eNB under test generates a new S-KeNB and sends it via the SeNB Modification Request message to the SeNB.
Expected format of evidence:
Evidence suitable for the interface, e.g. text representation of the captured SeNB Modification Request message.
Test Case 2: 
Test Name: TC_ENB_DC_EPC_KEYGNB_UPDATE_DRB_ID
Purpose:
Verify that the eNB under test acting as a Master Node (MeNB) performs S-KgNB update when DRB-IDs are about to be reused.  
Pre-Conditions:
-	Test environment with a gNB acting as the Secondary Node (SgNB), which may be simulated
-	Test environment with a UE and MME, which may be simulated
Execution Steps
1.	The eNB under test establishes RRC connection and AS security context with the UE.
2.	The eNB under test establishes security context between the UE and the SgNB for the given AS security context shared between the eNB under test and the UE; and generates a S-KgNB sent to the SgNB.
3.	A SCG bearer is set up between the UE and the SgNB, protected by SgNB SC security context.
4.	The eNB under test is triggered to execute the SgNB Modification procedure to provide additional available DRB IDs to be used for SgNB terminated bearers (e.g. by the UE making multiple IMS calls, or by the MME requesting bearer setup and bearer deactivation), until the DRB IDs are reused.
Expected Results:
-	Before DRB ID reuse, the eNB under test generates a new S-KgNB and sends it via the SgNB Modification Request message to the SgNB.
Expected format of evidence:
Evidence suitable for the interface, e.g. text representation of the captured SgNB Modification Request message.
Test Case 3: 
Test Name: TC_ENB_DC_EPC_KEYENB_UPDATE_ PDCP_COUNT
Purpose:
Verify that the eNB under test acting as a Secondary Node (SeNB) requests S-KeNB update when PDCP COUNTs are about to wrap around.
Pre-Conditions:
-	Test environment with another eNB acting as the Master Node (MeNB), which may be simulated
-	Test environment with a UE which may be simulated
Execution Steps
1.	The MeNB establishes RRC connection and AS security context with the UE.
2.	The MeNB establishes security context between the UE and the eNB under test for the given AS security context shared between the MN and the UE; and generates a S-KeNB sent to the eNB under test.
3.	A SCG bearer is set up between the UE and the eNB under test, protected by AS SC security context.
4.	The UE sends UP data in the SCG bearer to the eNB under test until the PDCP COUNT value wraps around.
Expected Results:
-	Before PDCP COUNT wraps around, the eNB under test sends a SeNB Modification Required message including a S-KeNB update indication to the MN.
Expected format of evidence:
Evidence suitable for the interface. Protocol traces of the Uu interface showing the last packets on Uu including PDCP COUNT reset due to rekeying, rather than a PDCP COUNT wrap-around. Protocol traces of the X2 interface including the captured SeNB Modification Required message. The protocol traces need to be synchronized.
*************** End of the Changes ****************

