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1
Decision/action requested

This discussion paper discusses the LS [1] from SA2 and proposes two ways forward.
2
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3
Rationale
3.1 Background

SA3 has received an LS from SA2 in S3-20xxxx/S2-2001730.

Security isolation between different network slices is not a well-defined topic in SA3 in Rel-15 and Rel-16, as the security study for Mutually Exclusive Slices in SA2 is moved to Rel-17. SA3 has not defined any security requirements for slice isolation in Rel-15 and Rel-16.

Different operators may require different types of isolation/separation for different scenarios (e.g. from total e2e isolation to isolation of only limited NFs. SA2 has defined different options for the slice change/redirection at UE, via RAN and via AMF direct forwarding. These different ways of handling give the possibility of 3 different level of isolation/separation at least). And under each type, they can be sub-level definitions of what is really isolated/separated.
SA3 has defined a security solution for AMF direct forwarding (i.e. forwarding between AMF’s using N14 interface) in Rel-15 and Rel-16. 

SA3 has not been able to select a security solution for the SA2 procedure of AMF reallocation with NAS re-route via RAN, in Rel-15 and Rel-16. In these particular options, it cannot be expected that there is a direct N14 interface between all the AMF’s serving different network slices. 

Slice isolation is not a well-defined topic because its not clear at what layer the slices should be isolated from each other as the UE, possibly RAN and possibly UDM is common for two network slices. Moreover, the semantics of isolation are unclear in the context of 3GPP. For example does isolation mean physical isolation of NFs belonging to different slices or does isolation imply the lack of direct communication interfaces? 

3.2 LS[1] from SA2

In the LS[1] from SA2, SA2 point out three alternative solutions that were discussed in the previous SA2 meeting.
3.2.1 Re-route via UE 

The LS [1] from SA2 describes the following alternative solution for re-route via UE:

One alternative was proposing to reject the UE Registration request while still providing the Allowed NSSAI, and ask the UE to re-register, overriding for this re-registration the privacy setting for the NSSAI (i.e. the UE shall send the NSSAI in Access Stratum independently of the setting of the Access Stratum Connection Establishment NSSAI Inclusion Mode) and using the SUCI.


Concerns were expressed about the such inclusion of the NSSAI in the clear in RRC signalling even when the NSSAI Inclusion mode could indicate it should not be included, thus temporarily infringing the NSSAI privacy, for the benefit of accessing the right AMF set when the UE re-registers In addition, this proposal impacts the UE.

The following have been identified with this solution:

· There are privacy concerns with including the NSSAI in the clear in RRC signalling which violates the SA3 requirements in Rel-16 when the NSSAI Inclusion mode indicates that NSSAI should not be included in RRC signalling. 

· Also, allowing the Serving network to override the NSSAI Inclusion mode which can only be configured by the Home PLMN, violates the requirements in Rel-16 and is not acceptable.

· This solution has UE impact.

· This solution provides better security isolation between the network slices at CN level as no N14 interface is required between AMF’s in different network slices. 
Summary:

In this security solution, there are privacy concerns with including the NSSAI in the clear in RRC signalling which violates the SA3 requirements in Rel-16 when the NSSAI Inclusion mode indicates that NSSAI should not be included in RRC signalling.

3.2.2 Re-route via RAN and the use of "well-connected NF"
The LS [1] from SA2 describes the following alternative solution for re-route via RAN:

In the LS [1] from SA2 [1], the following alternative for re-route via RAN is raised:

Another alternative was proposing to re-purpose the NSSF to act as a "well-connected NF" to provide parts of the UE context between initial and target AMF, including the NAS security context.

Concerns were expressed about the level of achievement on network slice isolation, considering that the AMF of the network slice is not properly isolated from the rest of the network, because the AMF can still be reached from AMFs belonging to other slices. In addition, this proposal modifies the functionality of the NSSF.

The following have been identified with this solution:

· This solution cannot achieve complete physical isolation between the AMF’s in different slices as the security context can be routed from an AMF in a first slice to an AMF in a second slice via an intermediate node (e.g. a well connected NF). This would give the AMF in the second slice access to the KAMF/NAS keys used in the AMF in the first slice, unless horizontal Kamf derivation is performed by the initial AMF in the first slice, before pushing the context to the target AMF. The initial AMF in the first slice would have access to the NAS signalling (AMF signalling messages and SMF signalling messages) between the target AMF in the second slice and the UE, until the target AMF in the second slice has refreshed the KAMF key with the UE.

· This security solution is similar to direct re-route/forwarding using N14 interface between initial AMF and target AMF (in different network slices) and would not provide any security benefit compared to direct forwarding between AMF’s.

· This solution does not provide isolation between slices in the CN in a similar manner to the previous solution.
· This solution has no UE impact.
Summary:

This security solution is similar to direct re-route/forwarding using N14 interface between initial AMF and target AMF (in different network slices) and would not provide any security benefit compared to direct forwarding between AMF’s.

There are other advantages with this solution as it can provide better load balancing, does not require a direct N14 interface between AMF’s in different network slices. It also provides isolation on the core network-RAN interface as higher level keys as the Kamf key in the key hierarchy is not exposed in RAN.
3.2.3 Re-route via RAN and the use of default AMF
The LS [1] from SA2 describes the following alternative solution for re-route via RAN and the use of a default AMF:

"Alternatively, the existing Rel-15 architecture allows to purpose certain AMFs to act as "well-connected NF" within the network and configure the RAN to select them as initial AMF (list of default AMFs) when not enough information is available to route directly the request to the proper target AMF, avoiding the problem in the first place when initial AMF is such "well-connected-NF""

This solution is not completely described in the LS and its difficult to perform a full analysis of the solution. 
The solution seems to work fine when the UE is using SUCI/SUPI to register, then the RAN can select an initial AMF from its pre-configured list of default AMF’s. But the solution does not describe the use case when the UE is already registered in one AMF in one slice and wants to re-route to an AMF in a different slice by initiating a Registration message using 5G_GUTI/GUAMI allocated by the first AMF.  

3.3 Security solution toolbox 

SA3 could define a toolbox of different security solutions for handling AMF re-allocation and slicing in Rel-16. The operators could then choose between these options. However as can be seen from the description below the toolbox in incomplete as several new solutions are yet to be developed by SA3 in Rel-16.  

This toolbox consists so far of the following solutions:

a. Direct re-route of NAS by AMF-AMF communication (N14 interface required); (A security solution has already been included in TS 33.501 Rel-15 and Rel-16.)

b. UE Configuration: SA3 still needs to develop a new set of solutions with UE impact if it is decided by SA3 to offer this option in the toolbox. The proposed UE based solution in the SA2 LS [1] would not work in this scenario for handling AMF re-allocation and slicing as the serving network is not allowed to perform this UE configuration. 
c. Re-route of NAS message via RAN is not possible in Rel-15 and it is not concluded yet whether the re-route of NAS message via RAN shall be possible in Rel-16. According to TS 23.502 Rel-15, clause 4.2.2.2.3, step 6b:
If the security association has been established between the UE and initial AMF, to avoid a registration failure, the initial AMF shall forward the NAS message to the target AMF by executing step 7(A).
NOTE 2:  The security context in the initial AMF is not transferred to the target AMF if initial AMF forward the NAS message to the target AMF via (R)AN. In this case the UE rejects the NAS message sent from target AMF as the security context in the UE and target AMF are not synchronized. 

NOTE 3:
Network slice isolation cannot be completely maintained in case the AMF reallocation is executed by step 7(A).
As a result SA3 still needs to develop a security solution for re-route of NAS message via RAN in Rel-16 it it is decided by SA3 to offer this toolbox. This could be done with or without impact on the UE: No N14 interface should be required between AMF’s in different network slices; 
4 Proposal

There are two options to consider (option A or option B). Option A has a low probability of success and it is proposed to endorse option B. 
Option A:

SA3 develops a toolbox of different security solutions for handling AMF re-allocation and slicing in Rel-16. The operators could then choose between these options. However, the toolbox cannot be fully completed in Rel-16. As there is only one existing option for the toolbox so far, SA3 needs to focus their effort on one additional option and develop it for Rel-16. This task may not be nessarily easy or fast.  
Or;
Option B:

This topic of slice isolation and AMF re-allocation is moved to Rel-17 and studied in a SA3 Rel-17 study, before solutions are agreed (solutions resulting from such study could also have UE impacts). This study should be SA-wide and involve SA1 and SA2 as well.
