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1
Decision/action requested

Endorse the proposal in clause 4 "Detailed proposal" below.
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3
Rationale

3.0

Version control of this discussion paper

This discussion paper is heavily based on the discussion paper S3-193612 [1], submitted to SA3#96ad hoc in Chongqing. The changes of this version compared to [1] are:
-
Instead of clarification in TS 33.501, this version proposes clarification in form of an SBA profile for certificates, based on the proposal in S3-194524 [2].
-
This version takes the proposals in S3-194524 [2] into account, especially the proposal that both NF instance ID and FQDN should be included in the subjectAltName.

-
Clearly states that this contribution contains a main proposal and an alternative proposal.

3.1

Introduction

Solution #25 in TR 33.855 [3] proposes to introduce a binding between authentication at the transport layer (i.e., TLS) and authorization tokens (using OAuth 2.0) by adding a hash of the consumer's certificate to the authorization token. It seems that the intention is to avoid a mismatch between identifiers of the consumer on transport and application layer.

In this contribution, we claim that the intention of TS 33.501 [4] is that such a mismatch should never occur. A clarification in the form of an SBA profile for certificates is needed, but the introduction of a new mechanism is not needed.

In this contribution, we consider the scenario that protection at the transport layer and token-based authorization is used at the network.

3.2

Identifiers in Rel-15 of TS 33.501

According to clause 13.3.1, NRF and consumer NFs authenticate mutually. According to clause 13.3.2, the producer NF authenticates towards the consumer, but not necessarily the consumer towards the producer (at least not at transport layer). The authentication of the consumer towards the producer is done at the application layer, using the authorization token.

It is currently not specified in TS 33.501 [4] that the NRF correlates the identifier of the NF consumer used for authentication at the transport layer, and the identifier of the NF consumer at the application layer (NF instance ID). It is not specified either that these identifiers need to be identical. 

Although TS 33.501 [4] currently does not specify that identifiers at the transport and application layer need to be identical, it seems very reasonable to do so. As explained above, transport and application layer security of network functions are used together to provide mutual authentication and authorization between consumers and producers. Having different identifiers at these two layers would complicate the situation enormously, for example it could lead to a mismatch of identifiers that Solution #25 in TR 33.855 [3] is attempting to solve. However, the mismatch can simply never occur if transport layer authentication uses the NF instance ID as identifier, just as for token-based authorization.

Hence it is proposed to clarify in an SBA profile for certificates that the NF instance ID is included in the certificates used for authentication at transport layer.

3.3

Alternative proposal

This contribution proposes that the NF instance ID is always included in the certificates used for authentication at transport layer. However, it may be possible that existing Rel-15 implementations need to be considered that do not include the NF instance ID in the certificate.

If such other options need to be specified, it should be considered to not allow the usage of token-based authorization in this case. This would avoid the mismatch of identifiers described above. It seems that these options would be used in intermediate implementations that do not use the full set of capabilities of the service-based architecture. 

3.4 
Not recommended option 

Clause 3.3 above describes that existing Rel-15 implementations need to be considered that do not include the NF instance ID in the certificate, but other identifiers like FQDN. Some may argue that these options need to be used together with token-based authorization. However, this would lead to unfortunate consequences. When the NRF receives a token-request, it would not be able to verify which network function has sent the request. The authorization decision would need to be taken based on e.g. the FQDN, or on a NF instance ID that cannot be verified. In both cases, the use of token-based authorization with all its possible granularity (e.g. NF type, slice information) becomes questionable, because none of the information on which the authorization is based is verifyable. This is especially problematic if certificates issued for e.g. FQDN are re-used, so that the same certificate could be used for different network functions. In that case, the NRF has no means to verify whether the information on which it bases the authorization decision on is still correct.

Solution #25 in TR 33.855 [3] claims that a binding of the TLS certificate with the authorization token granted by the NRF would allow the producer to verify the identity of the consumer. However, this is not correct, the binding just allows the producer to verify that the same certificate was used for authentication at the NRF. It does not solve the underlying problem that the NRF cannot verify the identity of the consumer to start with if the certificate is issued for e.g. an FQDN.

Hence this contribution argues that it should not be allowed to use token-based authorization together with transport layer authentication based on other identifiers than NF instance ID.

4
Detailed proposal

Proposal 1a: Clarify in an SBA profile for certificates that the NF instance ID is included in the certificate as identifier for authentication at transport layer. 

If Proposal 1a is not possible due to existing implementations, the following alternative statement is proposed.

Proposal 1b: Token-based authorization shall only be used in deployments where the NF instance ID is included in the certificate as identifier for authentication at transport layer.
