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[bookmark: _Toc19634888]13.4.1.X	Service access authorization in indirect communication scenarios
13.4.1.X.1	General
Editor's Note: General introduction to be added.

13.4.1.X.Y		Authorization for indirect communication without delegated discovery procedure

Figure 13.4.1.X.Y-1: Authorization and service invocation procedure
Discovery of the NF Service Producer:
0.	Optionally, the NF Service Consumer may discover the NF Service Producer before requesting authorization to invoke the services of the NF Service Producer.

NF Service Consumer authorization:
The NF Service Consumer and NRF perform the "Access token request before service access" procedure as described in clause 13.4.1.1. If the NF Service Consumer has already discovered the NF Service Producer (Step 0), it can also perform the "Access token request for a specific NF Producer/NF Producer service instance" procedure as described in clause 13.4.1.1.  
Service request:
The NF Service Consumer, SECOP, NRF and NF Service Producer perform the procedure "Indirect Communication without delegated discovery Procedure" described in clause 4.17.11 of TS 23.502 [8]. The following steps describe how the access token received in steps 1 and 2 is used in this procedure.
3.	If no cached data is available, the NF Service Consumer discovers the NF Service Producer via the SECOP. 
4.	The NF Service Consumer sends a service request for the specific service to the SECOP. The service request includes the access token for the NF Service Producer providing the service as received in step 5.
5.	The SECOP selects a NF Service Producer instance, performs the API root modifications and forwards the received request to the selected NF Service Producer instance. The request contains the token as received in 6. and valid for the NF Service Consumer.
6.	To authorize the access the NF Service Producer validates the token by verifying the signature and checking if the requested service is part of the token's scope. If the checks are ok the NF Service Producer processes the request and provides a response.
7.	The SECOP performs revers API root modifications and forwards the response.
13.4.1.X.3		Authorization for indirect communication with delegated discovery procedure 
Deployments which only implement indirect communication with delegated discovery do not provide an end-to-end TLS connection between the NF Service Consumer and the NRF. When there is no end-to-end TLS connection between NF Service Consumer and NRF, token-based authorization shall not be used.
NOTE 1: When there is no end-to-end connection between the NF Service Consumer and the NRF, the NRF cannot verify that token requests on behalf of the NF Service Consumer are legitimate. 
For usage of token-based authorization in mixed deployments with both delegated discovery and end-to-end TLS connection between NF Service Consumer and NRF, the following procedure applies:
Before sending a service request to the SECOP, the NF Service Consumer requests an authorization code from the NRF. The authorization code is signed by the NRF. Authorization codes shall be JWT according to RFC 7523 [x]. The request of the authorization code shall be performed over a mutually authenticated TLS connection between NF Service Consumer and NRF.
Request of authorization code: 
NRF
NF consumer



1. Nnrf_AuthorizationCode_Get Request 

2. Nnrf_AuthorizationCode_Get Response (authorization code)




Figure 13.4.1.X.3-1: Request of authorization code by the NF Service Consumer


1. 	Nnrf_AuthorizationCode_Get Request: The NF consumer requests a new authorization code from the NRF. 
2.	Nnrf_AuthorizationCode_Get Response: The NRF retrieves the NF instance ID of the consumer from the client certificate used to establish the TLS connection. The NRF issues an authorization code according to RFC 7523 [x]. The issuer is the NRF, the subject is the NF consumer, the audience is the NRF. The NRF also sets an expiry time for the authorization code. The NRF signs the authorization code with its private key and sends the authorization code to the NF consumer.
Service Request, discovery and authorization token request: These steps shall be performed over mutually authenticated TLS connections between NF Service Consumer and SECOP, SECOP and NRF, and SECOP and NF Service Producer.

NF consumer
NRF
SECOP
NF producer
1. Service request (authorization code)
2. Discovery
3. Nnrf_AccessToken_Get Request (authorization code)
4. Nnrf_AccessToken_Get Response (access token)
5. Service Request (access token)
6. Service Response
7. Service Response

















Figure 13.4.1.X.3-2: Service Request, delegated discovery and authorization token request

1. 	The NF Service Consumer sends a service request to the SECOP, it includes a valid authorization code received during the authorization code request procedure with the NRF.
2.	If necessary, the SECOP performs service discovery with the NRF.
3. 	Nnrf_AccessToken_Get Request: The SECOP sends an access token request to the NRF according to clause 13.4.1.1, with the following differences: The SECOP takes the role of the NF Service Consumer. The SECOP includes the authorization code received from the NF Service Consumer in Step 1.
4.	Nnrf_AccessToken_Get Response: The NRF validates the authorization code received in the access token request and retrieves the NF instance ID of the consumer from the authorization code. If the NRF determines that the authorization code is valid and the NF consumer is authorized, the NRF issues an authorization token with the NF instance ID of the NF Service Consumer retrived from the authorization code as subject. The NRF then sends the authorization token to the SECOP. The NRF should not issue access tokens with a lifetime that exceeds the validity time of the authorization code significantly.
NOTE 2: An authorization code used in this context is generally a short-lived representation of the authorization grant. In practice, this requirement will usually mean that refresh tokens are not issued in response to this grant request, and access token will be issued with a reasonably short lifetime. The SECOP can refresh an expired access token by requesting a new one using the same authorization code, if it is still valid.
5.	The SECOP sends the service request to the producer, including the authorization token received in Step 4.
6.	The producer validates the authorization token. If the token is valid, the producer sends the service response to the SECOP.
7.	The SECOP forwards the service response to the NF consumer.
**** END OF CHANGES ****
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