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1
Decision/action requested

Endorse the proposal in clause 4 "Detailed proposal" below.
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Rationale

3.1
Introduction

Token-based authorization for Scenario D seems to be an intricate problem. For identifying an appropriate solution, it is necessary to take both security and practical aspects into consideration. Furthermore, it is necessary to carefully analyse the underlying trust model of both direct and indirect communication.
This discussion paper describes the underlying trust model, identifies requirements on possible solutions and describes different solution options for token-based authorization. The conclusion of this paper is that end-to-end TLS between consumer and NRF is needed for token-based authorization, and that Solution option 1 should be standardized for deployments with end-to-end TLS between consumer and NRF. See the exact formulation in clause 4 "Detailed proposal" below.
3.2
Trust model

3.2.1
Trust model in direct communication
The security of the service-based architecture as specified in Rel-15 of TS 33.501 [1] was designed to take several trust models into account. 

1.
Same level of trust for all network elements



a) Physical security: network in a physically secured box


b) NDS/IP: IPsec between domains, terminated in security gateways (SEGs)


c) TLS without token-based authorization, with mutual TLS between each pair of network elements

2.
Different trust domains in the network



d) TLS with token-based authorization
(See clause 13.1.0 of TS 33.501 [1].)

The advantage of the Rel-15 security solution in TS 33.501 [1] is that it can naturally fulfill the requirements of modern, large, virtualized networks. In such network deployments, there are different trust domains inside the network and different security requirements on different network entities. See also Key Issue #1 on Establishment of trust domains for Network Functions in TR 33.848 [2]. Put in other words, the advantage of the Rel-15 security solution is that it can not only handle case 1 "same level of trust" in the list above, but also case 2 "different trust domains".
The security solution in TS 33.501 [1] for direct communication, using TLS and token-based authorization, is based on trust in a minimal number of network entities. Only NRFs and SEPPs need to be trusted.

3.2.2
Trust model in indirect communication
It is essential that security for indirect communication is designed following the same trust model as for direct communication. This means that also scenarios with different trust domains inside the network need to be considered when designing the security solution.
Consequently, it is not acceptable to trust the SECOP to always perform correctly. SECOPs are large central entities and it is not realistic to assume that they can always provide the same security level as NRFs and SEPPs.

It is important that the NRF can authenticate the consumer directly and does not need to rely on the SECOP. Without authentication of the consumer by the NRF, any node in the network can pretend to be acting on behalf of any consumer. There is no kind of isolation inside the network and the main use case of SBA (large dynamic deployments with different trust domains) is not considered.
For practical reasons, it is necessary that the NRF receives some guidance from the discovery result when issuing authorization tokens. In Scenario D, where the SECOP performs discovery, it is hence necessary to involve the SECOP in the token request. Following the reasoning on trust domain isolation above, it is hence necessary that the NRF has verified information about which SECOP is allowed to represent which consumer in such token requests.
3.2.3
Pure and mixed Scenario D

According to TS 29.500 [5], clause 6.10.2.2, "When TLS is used between NFs and the SCP, end-to-end TLS association is not possible between the NF Service Consumer and NF Service Producer", hence neither between NF consumer and NRF as the NRF is a Service Producer itself.  

However, direct TLS between NF consumer and NRF is possible in mixed deployments that do not only implement Scenario D. Put in other words, the requirement above "NRF can authenticate the consumer directly" is not possible in a pure Scenario D deployment, but it is possible in a mixed scenario deployment. 
3.2.4
Requirements for solutions for token-based authorization in Scenario D

Following the reasoning in clause 3.2.2 above, the following requirements need to be satisfied to design a secure solution for token-based authorization in Scenario D.

System Requirement: NRF needs to be able to authenticate the consumer. This can be most conveniently achieved by mutual TLS between NF consumer and NRF.

As explained in clause 3.2.3, the above requirement cannot be satisfied in pure Scenario D deployments, but it can be satisfied in mixed scenario deployments.

Solution Requirement 1: The SECOP needs to be involved in the token request, in order to give the NRF (authorization server) guidance on the discovery result.

Solution Requirement 2: The NRF needs to have verified information about which SECOP is allowed to represent which NF consumer.
If these requirements are not followed, token-based authorization will not be able to provide the separation of trust domains that is its purpose.
3.3
Solution options
3.3.1
Solution 1 using authorization code signed by NRF
3.3.1.1

Solution description for Solution 1
In Solution 1, the consumer requests an authorization code from the NRF. The authorization code is signed by the NRF. This is based on RFC 7521 [3] and RFC 7523 [4]. RFC 7521 [3] describes the usage of assertions for authorization grants. RFC 7523 [4] describes the related JWT profile. Authorization codes according to Solution 1 are JWTs. This is aligned with Rel-15 token-based authorization, as authorization tokens also are JWTs.
Pre-step: Request authorization code. The pre-step is performed when the existing authorization code is about to expire. The pre-step is performed over a mutually authenticated TLS connection between the consumer and the NRF.





Figure 3.3.1.1-1: Pre-step for Solution 1
1. 
Nnrf_AuthorizationCode_Get Request: The NF consumer requests a new authorization code from the NRF. 
2.
Nnrf_AuthorizationCode_Get Response: The NRF retrieves the NF instance ID of the consumer from the client certificate used to establish the TLS connection. The NRF issues an authorization code according to RFC 7523 [4]. The issuer is the NRF, the subject is the NF consumer, the audience is the NRF. The NRF also sets an expiry time for the authorization code. The NRF signs the authorization code with its private key and sends the authorization code to the NF consumer.
Main step: The main steps consists of service request, possibly discovery and authorization token request. The main step is performed over mutually authenticated TLS connections between NF consumer and SECOP, SECOP and NRF, and SECOP and NF producer.

Figure 3.3.1.1-2: Main step of Solution 1

1. 
The NF consumer sends a service request to the SECOP, it includes a valid authorization code received in the pre-step.

2.
If necessary, the SECOP performs service discovery with the NRF.

3. 
Nnrf_AccessToken_Get Request: The SECOP sends an access token request to the NRF. It uses the results of the previous service discovery to determine the desired audience for the token request. The SECOP includes the authorization code received from the NF consumer in Step 1.

4.
Nnrf_AccessToken_Get Response: The NRF validates the authorization code received in the access token request and retrieves the NF instance ID of the consumer from the authorization code. If the NRF determines that the authorization code is valid and the NF consumer is authorized, the NRF issues an authorization token with the NF instance ID of the consumer retrived from the authorization code as subject. The NRF then sends the authorization token to the SECOP.
5.
The SECOP sends the service request to the producer, including the authorization token received in Step 4.

6.
The producer validates the authorization token. If the token is valid, the producer sends the service response to the SECOP.

7.
The SECOP forwards the service response to the NF consumer.

3.3.1.2

Analysis of Solution 1
Solution 1 satisfies the requirements in clause 3.2.4 on a solution for token-based authorization in Scenario D. 

 Solution properties:

-
Delegation is implicit by forwarding an authorization code from the consumer to the SECOP.

-
Authorization codes cannot be revoked but expire automatically.
Standardization impact:

-
New NRF service required for request of authorization codes. This new service is however very similar to the existing authorization token request service.

-
No standardized identifier for the SECOP is necessary.
System impact:

-
The impact of the pre-step is negligible, because it is only performed rarely.

-
The impact to the service request and authorization token request procedure is negligible.
3.3.2
Solution 2 using authorization code signed by NF consumer

A variant of Solution 1 is to let the consumer sign the authorization code instead of the NRF. However, this would require the introduction of private keys for the NF consumers for signing authorization codes. The NRF would need to be provisioned with the public keys of the consumers to verify the authorization codes. This provisioning step would have higher impact on network deployments than the other solutions. 
3.3.3
Solution 3 using consumer registration at the NRF

3.3.3.1

Solution description for Solution 3
In Solution 3, the consumer registers a small profile at the NRF, containing the information which SECOPs are allowed to represent it. This consumer registration is very similar to producer registration. As identifier for the SECOP the FQDN of the SECOP could be used.  
Pre-step: Consumer registration. The pre-step is performed before the consumer starts operation, or when an update of the consumer profile is necessary.  The pre-step is performed over a mutually authenticated TLS connection between the consumer and the NRF.





Figure 3.3.3.1-1: Pre-step for Solution 3
1. 
The NF consumer registers its profile at the NRF. The profile contains a list of the FQDNs of the SECOPs that the consumer allows to represent it. 

2.
The NRF retrieves the NF instance ID of the consumer from the client certificate used to establish the TLS connection. The NRF then stores the consumer profile received in step 1 for the retrieved NF instance ID of the consumer. The NRF then acknowledges towards the NF consumer that it has registered the consumer profile. 
Main step: The main steps consists of service request, possibly discovery and authorization token request. The main step is performed over mutually authenticated TLS connections between NF consumer and SECOP, SECOP and NRF, and SECOP and NF producer.















Figure 3.3.3.1-2: Main step of Solution 3
1. 
The NF consumer sends a service request to the SECOP.
2.
If necessary, the SECOP performs service discovery with the NRF.

3. 
Nnrf_AccessToken_Get Request: The SECOP sends an access token request to the NRF. It uses the results of the previous service discovery to determine the desired audience for the token request. The request contains an indication that the request is not by the consumer but on behalf of it.
4.
Nnrf_AccessToken_Get Response: The NRF retrieves the FQDN of the SECOP from the client certificate used to establish the TLS connection. Then NRF retrieves the NF instance ID of the NF consumer from the token request received in step 3. The NRF uses the consumer profile to check whether the SECOP is allowed to represent the consumer. If the NRF determines that the SECOP is allowed to represent the NF consumer and the NF consumer is authorized, the NRF issues an authorization token with the NF instance ID of the consumer as subject. The NRF then sends the authorization token to the SECOP.

5.
The SECOP sends the service request to the producer, including the authorization token received in Step 4.

6.
The producer validates the authorization token. If the token is valid, the producer sends the service response to the SECOP.

7.
The SECOP forwards the service response to the NF consumer.

3.3.3.2

Analysis of Solution 3
Solution 3 satisfies the requirements in clause 3.2.4 on a solution for token-based authorization in Scenario D. 

 Solution properties:

-
Delegation is explicit by registering a consumer profile at the NRF.

-
Authorization codes do not expire automatically but can be revoked.
Standardization impact:

-
New NRF service required for consumer profile registration. This new service is however very similar to the existing producer profile registration.

-
Identifier for the SECOP is necessary, but FQDN could be used.
System impact:

-
The impact of the pre-step is negligible, because it is only performed rarely.

-
The impact to the service request and authorization token request procedure is negligible. 
3.3.4
Solution 4 using configuration

A variant of Solution 3 is to configure in the NRF which SECOPs are allowed to represent which NF consumers. However, configuration is highly impractical in scenarios with many network functions and when network functions are started dynamically. It is exactly for these scenarios that SBA and especially token-based authorization was designed. Hence Solution 4 is not suitable for the main deployment scenarios that are targeted. 
3.4
Solution comparison
Both Solution option 1 and Solution option 3 satisfy the requirements in clause 3.2.4 on a solution for token-based authorization. Solution option 2 has high system impact and Solution option 4 is not suitable for the main deployment scenarios that are targeted.

When comparing Solution options 1 and 3, Solution option 1 seems to be a bit more flexible and fit better into the service-based architecture of the 5G core network. For Solution option 3, some decisions by SA2 would need to be revisited, as Solution option 3 requires a standardized identifier of the SECOP and service registration of the consumer.

Hence it is proposed that Solution option 1 is standardized.
4
Detailed proposal

Proposal 1: The following requirement on deployments using pure Scenario D should be introduced in TS 33.501 [1]: "When there is no end-to-end TLS connection between NF consumer and NRF, token-based authorization shall not be used."
Proposal 2: For usage of token-based authorization in mixed deployments with both delegated discovery and end-to-end TLS connection between NF consumer and NRF, Solution option 1 described in clause 3.3.1 should be standardized.
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